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01/08/2026
City of Columbia - CUSTOMER END USER LICENSE AGREEMENT

This Customer End User License Agreement is entered into on the later date in the signature block below (the “Effective Date”) by and between Benefit
Technology Resources, LLC dba iBTR (“iBTR”),and City of Columbia, with offices at 701 E. Broadway P.O. Box 6015, Columbia, MO, 65205 (“City”, “City of
Columbia” or “Customer”). iBTR and Customer may sometimes be referred to herein individually as a “Party” and collectively as the “Parties.” The Parties agree
as follows:

WHEREAS, iBTR provides access to an internet-based (web-based) benefits and enroliment services platform owned and licensed by PlanSource (the
“Licensor”), including related products and services (the “Solution”); and

WHEREAS, Customer desires to access and utilize the Solution provided by iBTR, as provided by and with the assistance and guidance from Customer’s
insurance agent or broker (“Agent”), if applicable.

PlanSource™ and iBTR provides employers with access to an Internet-based information system to help them manage employee data and to administer and
communicate employee benefits and company information through a Customer-specific Internet-based website.

1. DEFINITIONS.
The capitalized terms as used within this Agreement will have the meanings ascribed to them below.

a. ACA Reporting Module. A tool to assist Customers in complying with Affordable Care Act reporting requirements. Services can include managing
employee eligibility, preparation, and filing of ACA forms 1094 and 1095.

b. ACA Reporting Module Set Up Fee. A One-time fee charged to Customer for iBTR to implement the ACA module.

c. ACA Reporting Module Filing & Fulfillment Fees. A Fulfillment and filing of the 1094 forms being completed through PlanSource™ are additional

fees. These fees are directly billed by PlanSource™ and are a pass-thru cost. The fees vary based on the options chosen, number of forms and date of
submission. Pricing and services are subject to change. PlanSource™ will release the final pricing closer to the filing deadline. iBTR will provide pricing
for approval prior to proceeding.

d. Agent. Customer’s insurance agent or broker.
e. Agreement. The document, incorporating the Recital provisions, the Proposal, all exhibits, attachments and thereto.

f. Agreement Terms Sheet. Attached hereto as Exhibit "1" and provides for certain terms of this Agreement and is fully incorporated in this Agreement as
in fully set out herein.

g. iBTR Client Service Team. The iBTR division responsible for building Customer extranet site, documenting configuration elements, and serving
Customer for any technical needs or issues regarding the Extranet site.

h. Carrier. Insurance policy provider.

i. Carrier Connect Fees. A fee charged to Customer upon iBTR’s completion of connecting and/or setting up Customer integrations with one or more
carriers. This is a one-time fee per carrier connection.

j- Change Fee. The fee charged by iBTR to Customer as described in Section 4.d. for changing certain information on the Extranet Site.

k. Decision Support. An employee enrollment support tool provided by iBTR to assist employees with plan.

|. Employee(s). The current or former employees of Customer who are loaded on the Extranet Site, including current employees, retirees, and COBRA
subscribers. Terminated Employees shall not be included unless PlanSource™ is involved in administering benefits for those Customer or their

dependents after termination (e.g., COBRA or Retiree benefits).

m. Extranet Site. The customized web site developed by iBTR for Customer to manage and administer. employee data and employee benefit enroliment,
updating and communications.

n. Implementation Fee. The one-time fee charged to Customer as described in Section 4.a.

o. Live Date. The date that the Extranet Site is scheduled to become available to Employees, to be agreed upon by the parties.
p. Online Service Fee. The base monthly fee per-Employee, per month (“PEPM”) described in Section 4.b. below.

g. Renewal Fee. The annual fee charged to the Customer as described in Exhibit 2.

r. Total Compensation Statements. A tool within the benefits platform reflecting total compensation including benefits and salary for employees.
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s. User. An employee or other individual entitled to access the Extranet Site.

t. Vendor. The insurance carrier, benefit plan, payroll service provider, or other party that offers a plan, service, or product to Employees which is an
employee benefit described on the Extranet Site.

2. iBTR DELIVERABLES.
Commencing on the Effective Date hereof, iBTR will initiate the creation of an Extranet Site for Customer and will develop enroliment and eligibility connections to
Carriers or Vendors. Customer and iBTR will work together to develop the Extranet Site and to include only those features and options required by Customer.

a. Development of an Extranet Site. The Extranet Site will provide Employees with the ability to compare the various benefit options available from
Customer, select an appropriate option and enroll electronically in the desired benefit plan (if the Employee is eligible for the benefit). The Extranet Site
may include hyperlinks to Customer’s other proprietary web sites and/or those of its Vendors.

i. Benefit Enroliment Feature. The Extranet Site shall collect demographic and benefit election data for Employees and their dependents for
various benefit plans.

ii. Vendor Links. The Extranet Site will have a hyperlink to the plan description, provider directory and other essential information about the
scope and nature of the benefits from each Vendor; provided, however that the applicable Vendor has the system capability.

iii. Benefit Comparisons. A benefit comparison tool will be available to each Customer who desires to provide Employees with a side-by-side
benefit comparison of applicable benefit plans.

iv. Internal HR Communications. The Extranet Site will have the capability of supporting and supplementing Customer’s corporate
communications, including those communications related to
employee benefits.

b. Vendor Transmission. Upon the completion of the Extranet Site, PlanSource™ will transmit Employee enrollment and demographic data to Vendors.

c. Customer Support. Telephone and email support will be available for technical assistance from 8:00 a.m. to 5:00 p.m. (Eastern Time), Monday
through Friday through your dedicated iBTR Service Analyst.

d. Training. Included in the Implementation Fee is Administrator User training on the use of the Extranet Site. The purpose of the training shall be to

educate the Administrator Users on the employee experience and how to use the Extranet Site. The training session will occur in live webinar format and
be recorded for later review. iBTR will also provide a customized training handbook for the Administrator and Employee Users.

e. Warranty
1. Pass-Through Warranty.

iBTR does not develop or own the Solution and makes no independent warranties regarding the Solution. Subject to Customer’s compliance with this
Agreement, iBTR shall pass through to Customer any warranties that the third-party owner or licensor of the Solution (“Licensor”) makes available to
end users under PlanSource’s standard end-user license or support terms in effect on the Effective Date (the “Licensor Warranty”). iBTR will use
commercially reasonable efforts to facilitate Customer’s access to the Licensor Warranty and any associated remedies. No additional warranties are
provided by iBTR beyond the Licensor Warranty.

2. Warranty Claims; Procedure.

(a) Notice. Customer must provide iBTR with written notice of any alleged breach of the Licensor Warranty within the warranty period specified by
Licensor, with reasonable detail describing the issue.

(b) Routing and Cooperation. Upon receipt of a claim, iBTR will promptly route the claim to Licensor and reasonably cooperate with Customer and
Licensor in the investigation and resolution of the claim. iBTR’s obligation is limited to facilitation; Licensor remains solely responsible for performing
warranty services and providing any applicable remedies.

(c) Remedies. Customer acknowledges that the sole and exclusive remedies for breach of the Licensor Warranty are those remedies set forth in
Licensor’s warranty terms (e.g., repair, replacement, update, or refund), and that iBTR has no obligation to provide any additional remedies.

3. Exclusions.

The pass-through Licensor Warranty (and any related remedies) does not apply to: (i) modifications, combinations, or use of the Solution not
authorized by Licensor; (ii) use of the Solution contrary to documentation or system requirements; (iii) defects caused by Customer’s hardware,
network, or third-party systems; (iv) beta, evaluation, or no-charge versions; or (v) failures resulting from events beyond Licensor’s or iBTR’s
reasonable control. Any additional exclusions stated in Licensor’s warranty terms also apply.

4. Disclaimers.
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TO THE MAXIMUM EXTENT PERMITTED BY LAW, EXCEPT FOR THE PASS-THROUGH OF THE LICENSOR WARRANTY, IBTR EXPRESSLY
DISCLAIMS ALL WARRANTIES, REPRESENTATIONS, AND CONDITIONS, WHETHER STATUTORY, EXPRESS, OR IMPLIED, INCLUDING
WITHOUT LIMITATION ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, NON-INFRINGEMENT,
AND ANY WARRANTIES ARISING FROM COURSE OF DEALING OR USAGE OF TRADE. CUSTOMER'’S RIGHTS AND REMEDIES WITH
RESPECT TO THE SOLUTION ARE LIMITED TO THOSE PROVIDED BY LICENSOR UNDER THE LICENSOR WARRANTY.

3. CUSTOMER’S RESPONSIBILITIES.

a. Information/Customization. Customer shall assist iBTR in the customization of the Extranet Site, including, but not limited to, all the services offered
by iBTR in their core package; providing the benefit plan description materials and information required to be furnished to Employees as part of the
enroliment process under applicable law; identifying any agents or brokers responsible for placing the coverage with Customer; identifying the office
locations and Users to whom the Extranet Site will be made available; and approving all content for the Extranet Site content. Customer shall ensure that
all written benefit plan materials are accurate and in compliance with applicable law and that all benefits furnished under the plan offered to the
Employees are legally appropriate taking into account tax, eligibility, accounting, regulatory, and other issues.

b. Name Use. Customer hereby grants iBTR a limited worldwide, non-exclusive, non-transferable license to use Customer’s name, logo and trademark
on the co-branded Extranet Site for the sole purpose of providing services to the Customer during the term of this Agreement. This license shall
automatically terminate upon the termination or expiration of this Agreement.

c. Internal Promotion. Customer will actively promote the use of the Extranet Site to the Employees, and human resource department personnel
responsible for benefit plan enroliment and administration.

d. Census List. Customer shall furnish iBTR with a Census List by entering and updating data directly on the Extranet Site by the Customer’s designated
administrator(s).

e. Internet Access. Customer, at its own cost and expense, will provide its Employees with the ability to access the Extranet Site via the Internet.
Customer shall provide all software, hardware, including without limitation, computers and modems, and Internet (cable, telephone) service required for
Employees to access the Extranet Site.

f. Reference Site. Neither party may publicly use the other Party’s logo or other trade or service mark without that Party’s permission.

g. Employee Data. Customer will provide all necessary Employee data into the PlanSource™ system at least two (2) business days in advance of the
start of any PlanSource™ services that will use said data, unless otherwise agreed to by iBTR. Customer will ensure that all loaded Employee data is
accurate, timely, and up to date. iBTR will not be liable in any way for any reporting, fulfillment, or filing errors that are caused by inaccurate, out-of-date,
untimely, or otherwise insufficient Employee data as provided by Customer. If Customer elects to have PlanSource™ perform any IRS filing-related
services, Customer will provide final approval of all filing data before submission to the Internal Revenue Service (“IRS”).

4. FINANCIAL ARRANGEMENTS.

a. Implementation and Service Fees. Services and pricing are defined in the Agreement Terms Sheet attached hereto as Exhibit “1”. The
Implementation Fee shall be due and payable upon the execution of this Agreement. iBTR shall provide an invoice to Customer for payment due prior to
the start of implementation.

b. Online Service Fee. Customer shall pay iBTR a base monthly Online Service Fee as defined in the Agreement Terms Sheet based on the number of
Employees entered into the Extranet Site (the “Per Employee, Per Month” or “PEPM”). The number of Employees for which Customer is assessed the
Online Service Fee will be calculated as of the first day of each month, commencing with the first month the Extranet Site is available to the Customer,
subject to the minimum number of employees listed in Exhibit “1”. Terminated Employees shall be excluded from this count as of the first day of the month
following the termination unless PlanSource™ is involved in administering PlanSource™ benefits for those Employees or their dependents (e.g., COBRA
or Retiree benefits).

i. The Online Service Fee amount due from Customer is based on the time that the Extranet Site is available to Customer. Availability to the
Customer is defined as the earlier of: 1) the date upon which Employees gain access to the Extranet Site; or 2) 91 days from the start date of the
implementation. Availability and accessibility of the extranet site is not contingent on Vendor transmissions being automated and in production.
PEPM fees in Exhibit 1 are due upon system go live.

ii. The Online Service Fee may increase by an annual average percentage greater than the annual CPI-W for the Midwest region or 3%,
whichever is less, for as long as annual support fees are paid and the license agreement between the City and the Vendor is in effect, starting
one year from the Effective Date of this Agreement. The Vendor will not increase maintenance higher than its “standard” increase in any year.
For example, if the CPl increase is 3% in a given year and the Vendor’s “standard” increase is 2%, the Customer will be invoiced for the 2%
increase. Vendor shall not charge City more than it charges its other customers for similar services.

iBTR agrees that it will not increase the Online Service Fee without giving Customer a minimum of 90 days written notice sent via electronic mail.

ii. The Online Service Fee shall be due and payable within thirty (30) days of the invoice date.
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In exchange for the Online Service Fee, Customer and each User will be entitled to access the Extranet Site. The Customer will have access to Vendor
Transmission, Customer Support, and Training described more fully above in Section 2 of this Agreement. The billing and payment of Online Service Fees
are not contingent upon Vendor Transmission services being operational and complete.

c. Renewal Fees & Costs. Customer shall pay Annual Open Enroliment Renewal fees each year based upon the scope of changes requested to the
Extranet site, as listed in Exhibit “2.”

d. Change Fees & Costs. In addition to the Implementation Fee and the Online Service Fee, Customer shall pay fees and costs for any changes
requested that differ from Customer’s initial directives to iBTR. These change requests may include, but are not limited to changes in benefit plan, Vendor,
Payroll, or other critical or material information contained on the Extranet Site. The fee for each change will vary based on the requested change and the
professionals to be involved. iBTR will provide Customer with an estimate of the Change Fees and Costs to be assessed and approved by the customer
prior to execution of the changes.

e. Pass-Thru Costs and Obligations. To the extent iBTR must engage, employ, or contact with one or more third parties as a result of Customer’s
requested products and services related to the Solution, and which are more specifically identified on Exhibit "1," Customer shall be responsible for full
reimbursement to iBTR. The obligation for reimbursement may survive any termination of this agreement to the extent that iBTR is unable to terminate its
obligation to any third party related to this Agreement.

f. Sales Tax. Subject to jurisdictional requirements, iBTR will calculate, charge, and invoice and Customer agrees to pay any and all taxes for which iBTR
or PlanSource™ is required to collect and remit. This includes, but is not limited to, any and all sales tax related to Software as a Service taxes. Taxes will
not be invoiced or collected for any company considered to be tax exempt as long as iBTR has a current tax-exempt certificate on file.

g. Invoicing and Payment. iBTR will send invoices by email. The email subject line and address the invoices will be sent from is: Benefit Technology
Resources, LLC (donotreply@intuit.com). Customer will whitelist this email address and take any necessary steps to prevent invoices from being marked
as spam or junk mail. iBTR requires payments via a free ACH to avoid 2% processing fees. Payments are due and payable within 30 days of the

invoice date. Invoices over thirty (30) days past due will be assessed a 5.00% late fee, in addition to any other penalties described herein.

h. Auditing of Invoices
Invoices are subject to audit for a period of five (5) years after the expiration date of the final year of the contract. If during the audit it is revealed that
iBTR charged the City of Columbia a price higher than the proposed price, iBTR shall reimburse the City of Columbia the amount of the overcharge.

5. CONFIDENTIALITY AND INFORMATION EXCHANGE.

a. Exchange. It is the intention of iBTR and Customer to transfer and/or exchange information as may be essential for completing its obligations under
this Agreement. Such information may be disclosed in electronic, visual, or written form (including magnetic media). All information transferred or
exchanged between the parties or otherwise learned by a party from or with respect to the other is deemed to be confidential and to include proprietary or
trade secret information of the other concerning the other’s business affairs, property, methods of operations, processing system, or other information,
including Employee personal information and financial data (“Confidential Information”). Each party agrees to direct its owners, directors, principals,
members, employees, and agents to maintain such confidentiality. Customer and iBTR hereby agree to maintain the confidentiality of all such information
using at least the degree of care and security as each use to maintain the confidentiality of its own Confidential Information. Each party agrees to direct
its owners, directors, principals, members, employees, and agents to maintain such confidentiality. In the event that a receiving party wishes to disclose
Confidential Information to one of its agents (including service providers), it may do so only if that agent or service provider agrees in writing to the terms
of this section. The parties acknowledge that disclosure of any of the other’s Confidential Information without the other’s prior written consent may give
rise to continuing irreparable injury to the non-disclosing party, that, therefore, will be inadequately compensable in damages at law. Accordingly, the non-
disclosing party shall be entitled to obtain immediate injunctive relief against the breach or threatened breach by the disclosing party of any of the
foregoing undertakings, in addition to any other legal remedies which may be available, and the disclosing party hereby consents to the obtaining of such
injunctive relief. Information shall not be considered confidential under this Paragraph that:

i. is publicly known prior to or after disclosure hereunder other than through acts or omissions
attributable to the recipient or its employees or representatives;

ii. as demonstrated by prior written records, is already known to the recipient at the time of disclosure
hereunder;

iii. is disclosed in good faith to the recipient by a third party having a lawful right to do so;

iv. is the subject of written consent of the party which supplied such information authorizing disclosure;
or

v. is required to be disclosed by law;
b. Security. iBTR shall at all times during the term of this Agreement maintain in force measures reasonably available within the information technology
industry to prevent any unauthorized person from gaining access to or altering, viewing, manipulating, or affecting in any way the information, data, or

information system(s) of Customer.

6. PERFORMANCE GUARANTEES.
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a. Downtime. Customer acknowledges and agrees that the availability of the Solution, including any uptime or downtime commitments, shall be governed
exclusively by the Service Level Agreements (SLAs) published by PlanSource and in effect as of the Effective Date, attached hereto as Exhibit 8. iBTR
does not provide any independent uptime or availability warranty beyond facilitating Customer’s access to the SLAs. Any remedies for downtime or
service interruptions are limited to those expressly stated in PlanSource’s SLAs, and iBTR shall have no additional obligations or liability with respect to
such downtime.

b. Service Quality. iBTR warrants that all services provided by iBTR under this Agreement will be performed in a timely, competent, and workmanlike
manner by individuals of appropriate training and experience.

c. Disclaimer. EXCEPT FOR THE WARRANTIES PROVIDED IN THIS SECTION 6, iBTR HEREBY DISCLAIMS ALL OTHER WARRANTIES,
WHETHER STATUTORY, EXPRESS, OR IMPLIED, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF MERCHANTABILITY, FITNESS FORA
PARTICULAR PURPOSE OR USE, DESIGN, CONDITION, CAPACITY, AND PERFORMANCE.

7. TERM AND TERMINATION.

a. Stated Term of Agreement. This Agreement is entered into on the later date in the signature block below (the “Effective Date”). Said term runs from
the effective date for a period of thirty-six (36) months, and then automatically renews for additional one-year terms thereafter subject to the termination
provisions listed herein. Customer’s access and use of the Solution shall continue so long as Customer adheres to the terms and conditions of this
Agreement.

b. If Customer’s Agent changes, the Customer is still responsible for the initial term of the site. After the initial term, the Customer has the choice
of retaining the Solution and iBTR service as set forth in iIBTR’s Response and Pricing Proposal attached hereto as Exhibit 7. Customer’s obligations to
iBTR under this agreement endure even if Customer severs its relationship with Broker. .

c. Termination Provisions.

i. Termination for Cause. Customer or iBTR shall have the option to terminate this Agreement in the event that the other party materially
breaches any provision of this Agreement and fails to cure the breach within thirty (30) days following notice of the breach from the non-
breaching party. The right to terminate shall be in addition to all other legal or equitable remedies available to the non-breaching party.

ii. Termination Other than for Cause. Customer or iBTR may terminate this agreement with thirty (30) days written notice prior to end of current
term.

ii. Termination for Insolvency or Dissolution. To the extent allowed by law, either party shall have the right to immediately terminate this
Agreement upon the other party acknowledging in writing that it (i) is insolvent or otherwise unable to meet its financial obligations under this
Agreement, or (ii) is dissolving or otherwise ceasing to do business. This right to terminate shall be in addition to all other legal or equitable
remedies available to the terminating party.

iv. If Customer terminates any portion of this Agreement without cause prior to the end of the current Term, Customer will pay any unpaid fees
covering the remainder of such terminated subscription. If iBTR terminates this Agreement in accordance with Sections 7.c.i or 7.c.iii., Customer
will pay any unpaid fees covering the remainder of the term for each product in effect at the time of termination. In no event will termination
relieve Customer of its obligation to pay iBTR any fees payable for the period prior to the effective date of termination. Customer agrees that the
actual damages in the event of such termination would be difficult or impossible to ascertain, and that such termination charges are intended,
therefore, to establish liquidated damages for such early termination.

v. Notwithstanding any of the foregoing, the early termination fees hereunder shall not apply in the event the relationship between Customer and
Broker is terminated for any reason, and iBTR continues to provide the Services to Customer through a succeeding Broker or a separate signed
(non-Agent, partner) agreement.

d. Survival. In the event of expiration or termination of this Agreement, those Sections which by their nature are intended by the parties to survive will
survive and continue in effect to the extent necessary to protect the rights of the parties. If any term or provision of this Agreement or the application
thereof to any person or circumstance shall to any extent be invalid or unenforceable, the remainder of this Agreement, or the application of such term or
provision to persons or circumstances other than those as to which it is held invalid or unenforceable, shall not be affected thereby, and each term and
provision of this Agreement shall be valid and enforceable to the fullest extent permitted by law.

8. LIMITATION OF LIABILITY AND DISCLAIMER.

a. Limit. UNDER NO CIRCUMSTANCES WILL PLANSOURCE™ OR iBTR BE LIABLE TO CUSTOMER OR ANY USER FOR INDIRECT, INCIDENTAL,
CONSEQUENTIAL, OR EXEMPLARY DAMAGES (EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES) SUCH AS, BUT NOT LIMITED TO,
DAMAGES ARISING FROM LOSS OF OR DENIAL OF BENEFITS, OVERCHARGES OF VENDOR PREMIUMS, LOSS OF REVENUE OR
ANTICIPATED PROFITS, OR LOST BUSINESS IRRESPECTIVE OF WHETHER SUCH DAMAGES WERE INCURRED BY CUSTOMER DUE TO A
NEGLIGENT ACT OR OMISSION. CUSTOMER’S SOLE AND EXCLUSIVE REMEDY FOR ANY AND ALL CAUSES OF ACTION AND CLAIMS,
INCLUDING, WITHOUT LIMITATION, BREACH OF CONTRACT, BREACH OF WARRANTY, NEGLIGENCE, STRICT LIABILITY,
MISREPRESENTATION, OR OTHER TORTS, SHALL BE LIMITED TO THE REPAIR OF THAT PORTION OF THE EXTRANET SITE THAT DOES NOT
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MEET THE WARRANTY. FORALL CAUSES OF ACTION OR CLAIMS FOR WHICH REPAIR OF THE EXTRANET SITE IS NOT POSSIBLE, iBTR’S
AGGREGATE LIABILITY FOR DAMAGES SHALL NOT EXCEED ONE TIMES (1X) THE AMOUNT RECEIVED WITHIN THE PAST SIX (6) MONTHS BY
iBTR FROM CUSTOMER PURSUANT TO THIS AGREEMENT.

b. Acknowledgment. Customer, and iBTR expressly acknowledge that the limitations contained in Section this 8 represent their express agreement
with respect to the allocation of risks between them as related to the amount of the consideration each is to receive under this Agreement, and Customer
fully understands and irrevocably accepts such limitations. Customer, and iBTR agree that the limitations in this Section 8 should specifically apply to any
alternative remedy ordered by a court or an arbitrator in the event such court or arbitrator determines that a sole and exclusive remedy provided for in this
Agreement fails of its essential purpose.

9. INTELLECTUAL PROPERTY AND DATA.

a. Intellectual Property. All right, title and interest in and to all content, graphics, trademarks, logos, and other materials of any type appearing on the
Extranet Site other than the names and trademarks of Customer and specific third parties offering site links, and copyrighted material furnished by a third
party or data provided by Customer or Users (as described in Subsection 10.b. below) and all technology related thereto, is owned by PlanSource™.
Nothing in this Agreement or in any attachment hereto creates in Customer any rights in iBTR’s or PlanSource’ s intellectual property.

b. Data. All right, title and interest in the Employee information and other data furnished by Customer or the Employees or Users is owned by Customer
and may not be disclosed, transferred, assigned, sold or published by iBTR or PlanSource™ without Customer’s advance written

permission. Notwithstanding the foregoing, Customer hereby consents to iBTR or PlanSource ™’s use, sale, transfer, and transmission of aggregate
data captured on the Extranet Site, including Employee demographic information, Employee benefit selection data, and voluntary benefit purchasing
patterns; provided, however, that all such information may not identify the particular Employee nor any other information (address, telephone number,
etc.) which may be used by a third party to identify an Employee, User, or Customer. iBTR and PlanSource™ will not publish or sell Employee-specific
information such as a mailing list of named Employees or to otherwise sponsor, conduct, or facilitate on behalf of a third party (through the provision of
employee names, addresses, or telephone numbers) a targeted mailing or other marketing campaign. If an Employee or User links to a Vendor’s web site
or purchases products or services from a Vendor, iBTR and PlanSource™ are not responsible for that Vendor’s use of information captured or gleaned
from the experience of that User or Employee.

10. GENERAL.
a. Independent Contractor. Each party is and will remain an independent contractor with respect to all performance rendered pursuant to this

Agreement. Neither party nor any employee thereof will be considered an employee or agent of the other party for any purpose and will have no authority
to bind or make commitments on behalf of such other party for any purpose and will not hold itself or themselves out as having such authority.

b. Compliance with Laws. Each party will, at its own expense, comply with any governmental law, statute, ordinance, administrative order, rule or
regulation relating to its duties, obligations and performance under this Agreement and will procure all licenses and pay all fees and other charges
required thereby.

c. Taxes. If required by federal, state, or local law, whether enacted prior to or during the term of this Agreement, iBTR shall invoice and collect and
Customer agrees to pay to iBTR any applicable taxes, including but not limited to sales taxes due where the Solution is deemed a Software-as-a-Service
(“SaaS”). Customer acknowledges that it is solely responsible for payment of such taxes and agrees to remit payment for same to iBTR upon receipt of
an invoice for same. Except as provided above as it relates to sales tax, each party will have sole responsibility for the payment of all taxes and duties
imposed by all governmental entities, as they pertain to its duties, obligations and performance under this Agreement. Taxes will not be invoiced or
collected for any company considered to be tax exempt as long as iBTR has a current tax-exempt certificate on file.

d. Force Majeure. Neither party will be held liable for failure to fulfill its obligations under this Agreement if the failure is caused by flood, extreme
weather, fire, or other natural calamity, acts of governmental agency, or similar causes beyond the control of such party, and the term for performance will
be increased to a reasonable period of time.

e. Assignment. Neither party may sell, transfer or assign this Agreement, or transfer, delegate, or assign any right or obligation set forth in this
Agreement without the prior written consent of the other party. Any act in derogation of the foregoing will be null and void.

f. Governing Law. The validity, construction, and performance of this Agreement will be governed by the substantive law of the State of Missouri without
regard to the conflicts of law provisions thereof.

g. Jurisdiction and Venue. The Agreement shall be governed, interpreted, and enforced in accordance with the laws of the State of Missouri and/or the
laws of the United States, as applicable. The venue for all litigation arising out of, or relating to this contract document, shall be in Boone County,
Missouri, or the United States Western District of Missouri. The Parties hereto irrevocably agree to submit to the exclusive jurisdiction of such courts in
the State of Missouri. The Parties agree to waive any defense of forum non conveniens.

h. Notices. Any notice, demand, request, or communication required or authorized by the Agreement shall be delivered either by hand, facsimile,
overnight courier or mailed by certified mail, return receipt requested, with postage prepaid, to:

If to City:
City of Columbia
Human Resources Department
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P.O. Box 6015
Columbia, MO 65205-6015
ATTN: Assistant Director

If to Vendor:

Benefit Technology Resources, LLC
2850 Golf Road

Rolling Meadows, IL 60008

Attn: Kate Taylor — ktaylor@ibtr.com

The designation and titles of the person to be notified or the address of such person may be changed at any time by written notice. Any such notice,
demand, request, or communication shall be deemed delivered on receipt if delivered by hand or facsimile and on deposit by the sending party if
delivered by courier or U.S. mail.

i. No Other Rights. This Agreement will not be construed to grant any rights by implication, estoppel, or otherwise, that are not granted through its
express provisions.

j- Severability. If any provision of this Agreement is held by a court of competent jurisdiction to be contrary to law, the remaining provisions of this
Agreement will remain in full force and effect and will be interpreted, to the extent possible, to achieve its purposes without the invalid, illegal or
unenforceable provision.

k. Waiver and Remedies. The failure of either party at any time to require performance by the other party shall in no way affect the right of either party
thereafter to enforce the same provision, nor shall the waiver of either party of any breach of any provision herein be held or taken to be a waiver of any
succeeding breach or as a waiver of the provision itself.

I. Insurance. iBTR shall maintain, on a primary basis and at its sole expense, at all times during the life of the Agreement the following insurance
coverages, limits, including endorsements described herein. The requirements contained herein, as well as the City’s review or acceptance of insurance
maintained by vendor is not intended to, and shall not in any manner limit or qualify the liabilities or obligations assumed by Vendor under the Agreement.
Coverage to be provided as follows by a carrier with A.M. Best minimum rating of A- VIII.

1.  Workers’ Compensation & Employers Liability. iBTR shall maintain Workers’ Compensation in accordance with Missouri State Statutes or provide
evidence of monopolistic state coverage with the following minimum limits: $500,000 for each accident, $500,000 for each disease for each
employee, and $500,000 disease policy limit.

2. Commercial General Liability. iBTR shall maintain Commercial General Liability at a limit of not less than $2,000,000 Each Occurrence,
$3,000,000 Annual Aggregate. Coverage shall not contain any endorsement(s) excluding nor limiting Product/Completed Operations, Contractual
Liability or Cross Liability.

3. iBTR may satisfy the minimum liability limits required for Commercial General Liability under an Umbrella or Excess Liability policy. There is no
minimum per occurrence limit of liability under the Umbrella or Excess Liability; however, the Annual Aggregate limit shall not be less than the
highest “Each Occurrence” limit for either Commercial General Liability.

4.  Acertificate of insurance evidencing all coverage required is to be provided at least 10 days prior to the effective date of the agreement between
the iBTR and the City. iBTR is required to maintain coverages as stated and required to notify the City of a Carrier Change or cancellation within
two (2) business days. The City reserves the right to request a copy of the policy.

5.  The Parties hereto understand and agree that the City is relying on, and does not waive or intend to waive by any provision of the agreement, any
monetary limitations or any other rights, immunities, and protections provided by the State of Missouri, as from time to time amended, or otherwise
available to the City, or its elected officials or employees.

6.  Failure to maintain the required insurance in force may be cause for termination of the agreement. In the event iBTR fails to maintain and keep in
force the required insurance or to obtain coverage from its subcontractors, the City shall have the right to cancel and terminate the agreement
without notice.

7.  The insurance required by the provisions of this article is required in the public interest and the City does not assume any liability for acts of the
vendor and/or their employees and/or their subcontractors in the performance of the agreement.

8. iIBTR must have adequate insurance, for damage or loss, for all equipment and other valuables until such time as the City receives good and clear
title. In defining insurance coverage, iBTR shall secure full replacement value for the system without the requirement that the City be responsible
for any payments or deductibles. In the event that it is necessary to make a claim under this policy, any funds received by iBTR shall be used to
secure replacement equipment for the City.

m. HIPAA Compliance
The Solution and services include the storage or use of protected health information under the Health Insurance Portability and Accountability Act
(“HIPAA”). Accordingly, iBTR represents and warrants, on a pass-through basis, that PlanSource’s Solution complies with applicable HIPAA requirements.

iBTR shall:
1.  Not use or disclose protected health information other than as permitted or required by the agreement or as required by law;
2. Use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to electronic protected health information, to
prevent use or disclosure of protected health information other than as provided for by the agreement;
3. Timely report to covered entity any use or disclosure of protected health information not provided for by the agreement of which it becomes
aware, including breaches of unsecured protected health information as required at 45 CFR 164.410, and any security incident of which it
becomes aware;

© 2023 Benefit Technology Resources dba iBTR| Confidential & Proprietary Information — Not for Distribution | Pricing valid for 60 days after date of delivery.
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4. In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any subcontractors that create, receive, maintain,
or transmit protected health information on behalf of the business associate agree, in writing, to the same restrictions, conditions, and
requirements that apply to the business associate with respect to such information;

5.  Make available protected health information in a designated record set to the Covered Entity as necessary to satisfy covered entity’s
obligations under 45 CFR 164.524;

6. Make any amendment(s) to protected health information in a designated record set as directed or agreed to by the Covered Entity pursuant
to 45 CFR 164.526, or take other measures as necessary to satisfy covered entity’s obligations under 45 CFR 164.526;

7. Maintain and make available the information required to provide an accounting of disclosures to the Covered Entity as necessary to satisfy
covered entity’s obligations under 45 CFR 164.528;

8.  To the extent the business associate is to carry out one or more of covered entity's obligation(s) under Subpart E of 45 CFR Part 164, comply
with the requirements of Subpart E that apply to the Covered Entity in the performance of such obligation(s); and

9.  Make its internal practices, books, and records available to the Secretary and to the Covered Entity for purposes of determining compliance
with the HIPAA Rules.

n. iBTR shall comply with Missouri State Statute section 285.530 in that iBTR shall not knowingly employ, hire for employment, or continue to employ an
unauthorized alien to perform work within the state of Missouri. As a condition for the award of the contract, iBTR shall, by sworn affidavit and provision
of documentation, affirm its enrollment and participation in a federal work authorization program with respect to the employees working in connection with
the contracted services. iBTR shall also sign an affidavit affirming that it does not knowingly employ any person who is an unauthorized alien in
connection with the contracted services. iBTR shall require each subcontractor to affirmatively state in its contract with iBTR that the subcontractor shall
not knowingly employ, hire for employment or continue to employ an unauthorized alien to perform work within the state of Missouri. iBTR shall also
require each subcontractor to provide vendor with a sworn affidavit under the penalty of perjury attesting to the fact that the subcontractor's employees
are lawfully present in the United States.

o. Nature of City’s Obligations. All obligations of the City under this Agreement, which require the expenditure of funds, are conditional upon the
availability of funds budgeted and appropriated for that purpose. The City certifies funds are available for the initial term.

p. Hold Harmless Agreement. To the fullest extent not prohibited by law, iBTR shall indemnify and hold harmless the City of Columbia, its directors,
officers, agents, and employees from and against all claims, damages, losses, and expenses (including but not limited to attorney’s fees) for bodily injury
and/or property damage arising by reason of any act or failure to act, negligent or otherwise, of iBTR, of any subcontractor (meaning anyone, including
but not limited to consultants having a contract with iBTR or a subcontractor for part of the services), of anyone directly or indirectly employed by iBTR or
by any subcontractor, or of anyone for whose acts iBTR or its subcontractor may be liable, in connection with providing these services. This provision
does not, however, require iBTR to indemnify, hold harmless, or defend the City of Columbia from the City’s own negligence.

q. No Waiver of Immunities In no event shall the language of this Agreement constitute or be construed as a waiver or limitation for either party’s rights
or defenses with regard to each party’s applicable sovereign, governmental, or official immunities and protections as provided by federal and state
constitutions or laws.

r. Electronic Signature This Agreement may be signed in one or more counterparts, each of which shall be deemed an original, but all of which together
shall constitute one and the same document. Faxed signatures, or scanned and electronically transmitted signatures, on this Agreement or any notice
delivered pursuant to this Agreement, shall be deemed to have the same legal effect as original signatures on this Agreement.

11. Contract Documents.
The Agreement includes the following exhibits, which are incorporated herein by reference:

Exhibit Description:
Agreement Term Sheet
Client Benefit Renewal Fees
Employee Resource Center
City's Red Flag Policy
City’s Technical Specifications and iBTR’s responses
City's RFP
iBTR Response and Pricing Proposal
. PlanSource Service Level Agreement (February 12, 2026)

O~NOOBRWN =

In the event of a conflict between the terms of an exhibit and the terms of this Agreement, the terms of this Agreement control.

12. Entire Agreement. The provisions of this Agreement as in effect from time to time by their terms, constitute the entire Agreement between the parties and
supersede all prior Agreements, oral or written, and all other communications relating to the subject matter of this Agreement. Any terms contained in invoices,
acknowledgements, or other forms that are inconsistent with or different from the terms of this Agreement will be void and of no effect.

IF CUSTOMER DOES NOT UNDERSTAND OR AGREE WITH ANY OF THE TERMS AND CONDITIONS UNDER THIS AGREEMENT, CUSTOMER SHOULD
NOT EXECUTE THIS AGREEMENT OR ACCESS ANY FEATURE OR PORTION OF THE PLAN SOURCE™ SOFTWARE, WEB SITE, OR ANY RELATED
PRODUCTS OR SERVICES.

Customer: City of Columbia.
© 2023 Benefit Technology Resources dba iBTR| |
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Signature: Date:

Printed Name: De’Carlon Seewood, City Manager

Attest:

Sheela Amin, City Clerk

Approved as to form:

Nancy Thompson, City Counselor

CERTIFICATION: |, hereby certify that this contract is within the purpose of the appropriation to which it is to be charged, Account Number 65901310-504990
and that there is an unencumbered balance to the credit of such appropriation sufficient to pay therefor for the initial term in the amount of three hundred four
thousand five hundred thirteen dollars ($304,513.00).

E-SIGNED by Matthew Lue
By: on 2026-06-29 19:07:29 GMT

Matthew Lue, Finance Director

J.S.

ACKNOWLEDGED AND ACCEPTED BY:

Benefit Technology Resources, LLC

Signed by:

sy | Mary M{A/W/lﬂ/b Taulor Date: 6/15/2026

3E708799CB8B483...

Mary Kathryn Taylor, Chief Operating Officer

© 2023 Benefit Technology Resources dba iBTR| Confidential & Proprietary Information — Not for Distribution | Pricing valid for 60 days after date of delivery.
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EXHIBIT “1”
AGREEMENT TERMS SHEET FOR City of Columbia

A. Initial Term of Agreement: 36 Months
B. Minimum Number of Employees: 1,360

One Time Set Up Fees — Due Upon Execution of Agreement

Product Name Amount
Core Package Implementation Fee $12,000.00
ACA Reporting Module Setup Fee $800.00
Document Management Setup Fee $750.00

Ongoing PEPM Fees — Cost per month, once Extranet Site Available

Product Name Per Employee Per Month Notes

Core Package Online Service Fee $4.28 $3,500.00 Minimum Monthly Investment

ACA Reporting Module Fee $1.00 Add-On Service is in addition to Online Service Fee
Foreign Language Fee $0.20 Add-On Service is in addition to Online Service Fee
Manage and Process Dependent Verification - Service Center |$0.65 Add-On Service is in addition to Online Service Fee
Add On

Employee Service Center Technical Services $1.65

Manage and Process Life Events- Service Center Add On $0.40 Add-On Service is in addition to Online Service Fee

Integration Fee — One Time Fees — Due when integration is completed

Product Name Amount Notes

Medical Carrier Connect Fee $1,000.00 Per File
Dental Carrier Connect Fee $1,000.00 Per File
Vision Carrier Connect Fee $1,000.00 Per File
Life and Disability Carrier Connect Fee $3,000.00 Per File
FSA Carrier Connect Fee $3,000.00 Per File
COBRA Carrier Connect Fee $1,800.00 Per File
Payroll Demographic Import Set Up Fee $3,000.00 Per File
Payroll Deduction Connect Fee $3,000.00 Per File
Worksite Carrier Connect Fee $3,000.00 Per File

Ongoing Service Fee may be adjusted in the event of a 25% variance in total employees. Online Service Fee is subject to minimum increase of 5.00% each year,
starting one year from the Effective Date of this Agreement.
ACA - 1094 and 1095 Fulfillment and Filing fees may be an additional cost, as defined in 1.c

© 2023 Benefit Technology Resources dba iBTR| |
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EXHIBIT “2”
CLIENT BENEFIT RENEWAL FEES

Renewal fees may apply based on the scope of changes needed to Client’s PlanSource™ site. Additional fees may apply for complex renewals or to expedite the
process. The chart below provides the fees associated with renewal changes. All documents must be provided 10 business days before the Client’s open
enrollment start date. If renewal documents are not provided 10 business days before the open enrollment start date, a rush fee* may apply depending on the
changes required to PlanSource™. This rush fee is in addition to the standard renewal fees.

Renewal Type One Time Fee Details

Type | $1,000.00 Rate only changes.

Type | Rush Fee $500.00

Type Il $1,500.00 Up to four plan/carrier changes or plan carrier additions.

Type Il Rush Fee $1,000.00

Type llI $2,000.00 More than four plan/carrier changes or plan/carrier additions. Maximum of
15 hours included.

Type Il Rush Fee $1,500.00

*A Rush Fee will apply for information provided less than 10 business days before the first day of the Client’s Open Enrollment Start Date. This Rush Fee is due in
addition to the renewal fees outlined above.

Please note: Carrier changes that require a new file feed are subject to a one-time fee between $250-$3,000 per file depending on the carrier’s requirements. New
files require an 8-10-week timeline and work will begin when the following steps have been completed:

° Open enrolliment is completed and closed.
* File structure has been received from the carrier and provided by iBTR
° Data contacts have been assigned (System and Carrier)

© 2023 Benefit Technology Resources dba iBTR| Confidential & Proprietary Information — Not for Distribution | Pricing valid for 60 days after date of delivery.
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EXHIBIT “3”

Employee Resource Center

1. Call Recording, Tracking, and Monitoring

a.  All calls will be recorded using a state-of-the-art unified communication platform. Random samplings of all Service Center Representative calls shall
be monitored on a weekly basis to ensure call quality and provide coaching when necessary or as requested.

b. In addition to the call recordings, all cases will be tracked using iBTR’s Salesforce software instance. Calls will be assigned a category and a reason
code based on the case details or questions addressed with each employee. Calls cannot nor will be shared externally with clients.

2. Reporting

a. iBTR will provide trends and usage statistics, including Average Speed of Answer, Average Handle Time, Call Category and Call Reason regularly as
agreed to by the Customer and iBTR or as needed.

3. Voicemail
a.  During business hours, employees can leave a voicemail if they prefer not to wait for a Representative, and voicemails are processed in the order

received. When the Employee Resource Center is closed, voicemails cannot be left, and employees are directed to call back during normal operating
hours for assistance.

4. Hours of Operation

a. The Employee Resource Center operations will be available Monday-Friday from 8:00 am-6:00 pm Central Standard Time. The Employee Resource
Center will observe all major federal holidays.

5. Population Changes

a. Should Customer’s active employee count change more than 25% from the original contracted employee count, iBTR reserves the right to
recalculate the monthly fee(s).

b. iBTR will notify the Customer in writing of its intent to recalculate the fee(s) along with the new billing rate and its effective date.

Available Services

Core Services Details
Technology Support
® Login assistance/password resets
® System security questions, username, and password structure
® Help with identifying the proper internet URL address to access system
® Online ACA form views/issues

Benefit Questions

® Plan Detail Questions
® Benefit Questions
® Processing Questions
° Evidence of Insurability (EOI)-Navigational Questions
° Direction on links to provider websites and directories
® General ACA inquires
Enrollment Support
® Eligibility and Premiums
° Emergency Enrollments (with Carrier)
® Assisted Enroliment

© 2023 Benefit Technology Resources dba iBTR| |
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Dependent Eligibility Questions

Late enrollments/Life Events (Coordinated with Client HR team)

Service Channels

Telecom

Client Specific Phone Number

Warm Transfers to designated carriers or providers
Custom Scripts

Welcome Message

Standard Out of Office Message

Voicemail

Client Specific Support Email Address

Enhanced Services (Buy-up)

Process/Monitor Life Events
Monitor New Hire Enroliment Status

Dependent Verification (new hires, added during OE or Life Event Maintenance)

Evidence of Insurability (EOI) Processing

Enhanced Services (Buy-up) with
additional PEPM

Qualified Life Event Processing

Process/Monitor Life Events
Reach out to employee to request required documentation

Qualifying Life Event (QLE )review and approval per client specification

Dependent Verification Processing

Process/Monitor Dependent Verification within the iBTR-Licensed Benefits Administrative system

Reach out to employee to request required documentation

Document review and approval per client specifications

Evidence of Insurability Processing

Approve or Decline pending Evidence of Insurability events within the iBTR-Licensed Benefits

Administrative system

© 2023 Benefit Technology Resources dba iBTR| Confidential & Proprietary Information — Not for Distribution | Pricing valid for 60 days after date of delivery.
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EXHIBIT “4”

City’s Red Flag Policy

© 2023 Benefit Technology Resources dba iBTR| |
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9 P Exhibit A

2010
Red Flag Rule

City of Columbia Identity Theft Prevention
Program

Effective December, 2010

City Council Adopted and Effective Date: __ 12}b\lo

This document is intended to give guidance to the City in their understanding of the FTC Red Flag Rule. It is not intended
to be used in place of compliance, in whole or any part, of the FTC Rule.

08/02/10 Final

11/10/10 Reviewed/Updated
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INTRODUCTION

The City of Columbia (the “City”) has developed this Identity Theft Prevention
Program ("Program") pursuant to the Federal Trade Commission's (‘FTC”) Red Flag
Rule, which implements Section 114 of the Fair and Accurate Credit Transaction Act
of 2003, pursuant to 16 C.F.R. §681.2. This Program is designed to detect, prevent
and mitigate identity theft not only in connection with the opening and maintenance
of City utility accounts but other city accounts, applications, registrations or other
transactions, referred to as “Record” or “Records” throughout this Program, where
identity theft might occur.

Why did FTC make this rule?

The intent is to protect consumers from identity theft. It is targeted at entities that
obtain and hold consumer identification such as billing addresses, Social Security
Numbers, dates of birth, passports or immigration documents, or other information.

Who must comply?
Entities such as Columbia that obtain and hold identification often targeted by
identity thieves must comply.

What is a “Red Flag?”

A “Red Flag” is a term the FTC has coined to identify possible identity theft. Itis a
pattern or particular specific activity that indicates the possible risk of identity theft.
The FTC has identified thirty-one “Red Flags” that entities, especially utilities, should
watch for. Such entities are required to have a written plan to help employees
identify these “Red Flags” and how to respond when a possible identity theft has
occurred.

How does Columbia have to comply with this rule?
We have a duty to:

1. ldentity Red Flags
2. Detect Red Flags; and
3. Respond to Red Flags

Who within City operations has to comply with the rule?
All City Departments which obtain and hold any of the consumer identification
mentioned above must comply with the rule.

For purposes of this Program, "ldentity Theft" is considered to be "fraud committed
using the identifying information of another person."” The Program "Record” is
defined as:

1. A continuing relationship the City has with an individual through a Record the
City offers or maintains primarily for personal, family or household purposes,
that involves multiple payments or transactions; and

2. Any other account, registration, application or record the City offers or
maintains for which there is a reasonable foreseeable risk to customers or to
the safety and soundness of the City from Identify Theft
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This Program was developed with oversight and approval of the Columbia City
Council. After consideration of the size and complexity of the City’s operations and
various systems, and the nature and scope of these activities, the Columbia City
Council determined that this Program was appropriate for the City and therefore
approved this Program on December 15, 2008.

The Red Flag Rule-City of Columbia Identity Theft Prevention Program was
reviewed and amended December, 2010.
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IDENTIFICATION OF RED FLAGS

A “Red Flag’ is a pattern, practice, or specific activity that indicates the possible
existence of Identity Theft. In order to identify relevant Red Flags, the City of
Columbia considered risk factors such as the types of Records it offers and
maintains, the methods it provides to open or establish these Records, the methods
it provides to access its Records, and its previous experiences with Identity Theft.
The City identified the following Red Flags in each of the listed Categories:

1. Notifications and Warnings from Consumer Reporting Agencies
1) A fraud or activity alert that is included with a consumer report;

2) Receiving a report or notice from a consumer reporting agency of a credit
freeze;

3) Receiving a report of fraud with a consumer report; and

4) Receiving indication from a consumer report of activity that is inconsistent
with a customer’s usual pattern or activity.

2. Suspicious Documents (see below) used in such a way (items 1-13)

Lease
Death certificate ‘
Driver’s license '

Immigration Papers or Work Card

Passport

Birth certificate

Student ldentifications

Government Issued Identification

Military Identification

Non-Driver’s License |dentification

Credit and Debit Cards

1) Receiving documents that are provided for identification that appear to
be forged or altered;

2) Receiving documentation on which a person’s photograph or physical
description is not consistent with the person presenting the
documentation;

3) Receiving other information on the identification not consistent with
information provided by the person opening a new Record or customer
presenting the identification;
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4) Receiving other documentation with information that is not consistent
with existing customer information (such as if a person’s signature on a
check appears forged);

5) Receiving an application for service that appears to have been altered,
forged or gives the appearance of having been destroyed and
reassembled;

6) Personal identifying information provided is inconsistent when compared
against external information sources used by the Department (such as
the address does not match any address in the Consumer Report or the
Social Security Number has not been issued, or is listed on the Social
Security Death’s Master File);

7) Personal identifying information provided is of a type commonly
associated with fraudulent activity as indicated by internal knowledge
and/or external third party sources (telephone number or address on an
application is the same as the telephone number or address provided on
a fraudulent application; :

8) Receiving verbal, written, or internet based information where the same
person with the same billing information requests utility service at more
than one location;

9) The Social Security Number provided is the same as that submitted by
other person(s) opening a Record;

10) The address or telephone number provided is the same as or similar to
the account number or telephone number submitted by an unusually
~ large number of other persons opening Records;

11) The person opening a Record fails to provide all required personal
identifying information (incomplete application);

12) The person opening a Record cannot provide authentlcatlng information
if requested to do so;

13) The Department is notified by a customer (s) with information that
another customer may have opened a fraudulent Record.

3. Suspicious Personal Identifying Information
1) A person’s identifying information is inconsistent with other sources of

information (such as an address not matching an address on a Consumer
Report or a Social Security Number that was never issued);

2) A person’s identifying information is inconsistent with other information the
customer provides (such as inconsistent Social Security Numbers, billing
addresses or birth dates);
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3)

4)

5)

6)

7)

8)

9)

A person’s identifying information is the same as shown on other
applications found to be fraudulent;

A person'’s identifying information is consistent with fraudulent activity -
(such as an invalid phone number or a fictitious billing address);

A person’s Social Security Number is the same as another customer’s
Social Security Number;

A person's address or phone number is the same as that of another
person;

A person fails to provide complete personal identifying information on an
application when reminded to do so; and

A person’s identifying information is not consistent with the information
that is on file for the customer.

The physical appearance of a customer does not match with other
sources of information (such as driver’s license, passport or immigration
work card).

10) A person does not know the last 4 digits of his/her Social Security

Number.

11) A new customer requests new service and a routine Social Security

Number check locates an account with delinquent or a collection balance
that is proved not to be the responsibility of the customer requesting new
service.

4. Unusual Use Of or Suspicious Activity Related to a Record

1) A change of address for a Record followed by a request to change the
Record holder's name or add other parties;

2) A new Record used in a manner consistent with fraud (such as the
customer failing to make the first payment, or making the initial
payment and no other payments);

3) A Record being used in a way that is not consistent with prior use
(such as late or no payments when the Record has been timely in the
past);

4) Mail sent to the Record holder is repeatedly returned as undeliverable;
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5) The Department receives notice that a customer is not receiving his
paper statements; and

6) The Department receives notice that a Record has unauthorized
activity.

7) A Record is designated for shut-off due to non-payment and the
customer at the location does not match the customer on file.

8) Unauthorized access to or use of customer records information such
as log on or authentication failures.

5. Notice Regarding Possible Identity Theft
The City receives notice from a customer, an identity theft victim, law

enforcement or any other person that it has opened or is maintaining a fraudulent
Account for a person engaged in Identity Theft.
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1.

DETECTION OF RED FLAGS.
In order to detect any of the Red Flags identified above with the opening of
a new Record, City personnel will take the following steps and verify the
identity of the person opening the Record:
1) Requiring certain identifying information such as name, date of birth,
residential or business address, principal place of business for an entity,
Social Security Number, driver's license or other identification;

2) Verifying the customer's identity in person, such as by copying and reviewing
a driver's license or other identification card;

3) Reviewing documentation showing the existence of a business entity (in
person process);

4) Independently contacting the customer; and

5) Requesting the customer to appear in person with appropriate information or
documentation.

In order to detect any of the Red Flags identified above for an existing
Record, City personnel will take the following steps to monitor transactions
with such information:

1) Verifying the identification of customers if they request information (in person,
via telephone, via facsimile, via email);

2) Verifying the validity of requests to change billing addresses;

3) Verifying changes in banking information given for billing and payment
purposes; and

4) Verifying the last 4 digits of his/her Social Security Number.
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PREVENTING AND MITIGATING IDENTITY THEFT

1. In the event City personnel detect any identified Red Flags, such
personnel shall take one or more of the following steps, depending on
the degree of risk posed by the Red Flag:

1) Continuing to monitor a Record for evidence of Identity Theft;

2) Person who may be or is suspected to be the possible victim of identity
theft; ‘

3) Changing any passwords or other security devices that permit access to
Records;

4) Reopening a Record with a new number;

5) Not opening a new Record;

6) Closing an existing Record;

7) Notifying law enforcement; See Appendix D.
Example: If the City receives notice that its system has been
compromised such that a customer’s personal information has
become accessible, at a minimum the City will notify the
customer and change passwords.
Example: If the City receives notice that a person has provided
inaccurate identification information, the Record will be closed

immediately and notify Law Enforcement.

8) Determining that no response is warranted under the particular
circumstances; or

Example: If the City notices late payments on a Record regularly
paid and determines the resident has been incapacitated, no
action may be necessary.

9) Notifying the Program Administrator for determination of the appropriate
step (s) to take.

2. In order to further prevent the likelihood of identity theft occurring with
respect to Records the City will take the following steps with respect to
its internal operating procedures:

1) Providing a secure website or clear notice that a website is not secure;
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2)

3)

4)

5)

6)

7

8)

9)

Ensuring complete and secure destruction of paper documents and computer
files containing customer information. Paper documents and computer files
containing customer information should be retained for the minimum retention
required by law, unless there is a significant business purpose to retain the
record for a longer period of time.

Requiring certain provisions included in city contracts with vendors. If the
storage or destruction of paper documents and computer files are contracted
to a private vendor, contracts must include a provision that requires the
private vendor to store the documents and files in a secure manner so as to
be accessible only by approved city personnel. Upon appropriate
authorization by an approved city official, the vendor shall destroy the
documents and computer files in a secure fashion. The storage and
destruction of paper documents and computer files which contain sensitive
information must be performed by either a city employee or a private vendor
under contract. -

Ensuring that office computers are password protected and that computer
screens lock after a set period of time;

Requiring only the last 4 digits of Social Security Numbers on customer
Records;

Requiring each Department review, no less than once a year, employee’s
access to Record information to determine if the employee’s duties require
such access and if the employee is complying with the provisions of the City
Identity Theft Prevention Program. The Department shall restrict access as
much as feasible and maintain an up to date list of those employees required
to have access along with the date access was last reviewed. If the
employee’s access involves computer files, access shall be documented in
the City Security Tracking System.

Prohibiting Record ihformation to be written on sticky pads or note pads;

Ensuring that computer screens are only visible to the employee accessing
the Record;

Requiring customers to authenticate addresses and personal information,
rather than account representatives asking if the information is correct;

10) Maintaining secure office location;

11) Maintaining cameras in timely and good working order and providing for

property destruction of tapes and other recording media;

12) Periodically (each Department) reviewing and maintaining a complete,

accurate, and current internal list of authorized personnel and procedures
with respect to the appropriate responses should a red flag occur or should
the Department be aware of actual identity theft. Each Department with
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access to such records shall provide periodic reports to the Red Flag
Committee and Program Administrator. The report shall include red flags
they have detected, their response, and any recommendations for changes in
their Department internal policies and procedures and the City Identity Theft
Prevention Program.

13) Should vendors have access to personal identifying information, Departments
shall also include in contracts with vendors provisions for either the reporting
of red flags to the Department or to require the vendor to prevent and mitigate
the crime themselves. If the contract provides for the vendor to prevent and
mitigate, the contract should also include a provision for periodic reports
about the Red Flags the vendor detected and their response.

14) Each city department involved in the opening of new Records or
maintenance of existing Records: Utility Customer Services, Parks and
Recreation, and Information Systems shall maintain a complete, accurate,
and current internal list of authorized personnel with respect to the
appropriate responses in the event of a Red Flag occurring, having occurred
or an actual ldentity Theft; and

14) Because the City cannot predict all particular circumstances that may arise,

City Personnel are requested to be diligent while not compromising customer
service in the detection of other possible Red Flags.
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UPDATING THE PROGRAM AND THE RED FLAGS

1) This Program will be reviewed and updated annually, or as needed, to reflect

2)

3)

changes in risks to customers and the soundness of City Records from
Identity Theft. An Assistant City Manager will be designated the Program
Administrator and work with the Red Flag Committee, an internal City
working group to consider the City’s experiences with Identity Theft, changes
in Identity Theft methods, changes in Identity Theft detection and prevention
methods, changes in types of Records, and changes in the City’s business
arrangements with other entities. To do so, the Red Flag Committee and
Program Administrator shall evaluate the effectiveness of the City Identity
Theft Prevention Program, effectiveness of the monitoring of the practices of
service providers, and will analyze significant incidents of identity theft and
city response.

After considering these factors and recommendations from the Committee,
the Program Administrator will determine whether changes to the Program,
including the listing of Red Flags, are warranted. If warranted, the Program
Administrator will present the Program and recommended changes to the City
Council who will make a determination of whether to accept, modify or reject
those changes to the Program.

Note: Each City Department included in the Program shall conduct an

annual Needs Assessment to ensure that their operation is current in
identifying Red Flags and response protocol. See Appendix F.
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PROGRAM ADMINISTRATION AND TRAINING

1. Oversight.

The City’s Program will be overseen by an Assistant City Manager and the Red Flag
Committee. Committee members shall consist of the representatives of the City
Manager’s Office, and all other city Departments that obtain and hold personal
identifying information. The Program Administrator will be responsible for the
Program's administration, for ensuring appropriate training of staff on the Program,
for reviewing any staff reports regarding the detection of Red Flags and the steps for
preventing and mitigating |dentity Theft, determining which steps of prevention and
mitigation should be taken in particular circumstances, reviewing and, if necessary,
approving changes to the Program.

2. Staff Training and Reports.

City staff responsible for implementing the Program shall be trained under the
direction of the Program Administrator, the appropriate Department Head, the Police
Department and/or a combination of the above in the detection of Red Flags, and the
responsive steps to be taken when a Red Flag is detected. See Appendix E. Such
training will be sufficient to effectively implement the Program. All training shall be
conducted annually and documented. Vendors are required to either report any red
flags to the Program Administrator or respond appropriately to prevent and mitigate
the crime themselves.

3. Service Provider Arrangements.

The City will take the following steps to ensure the service provider performs its
activity in accordance with reasonable policies and procedures designed to detect,
prevent, and mitigate the risk of Identity Theft.

1) Requiring, by contract, that service providers have such policies and
procedures in place;

2) Requiring, by contract, that service providers review the City’s Program
and report any Red Flags to the Program Administrator; and,

3) Each Department is required to maintain an up-to-date written internal
policy as it pertains to their internal security and identity theft.
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Patricia Bollmann, Manager

City of Columbia, Utilities and Billing
PO Box 1676

Columbia MO 65205-1676

Phone 573-874-7458

Fax  573-874-7763

E-Mail PAB@gocolumbiamo.com
Appendix A
Finance Department Internal Identity Theft Policy
Utility Customer Services
Effective October 25, 2008

PURPOSE: Establish guidelines consistent with City of Columbia Ordinance

POLICY: Any person or agency requesting information regarding a customer’s
account must have a demonstrated right to know and present themselves in
person with the proper identification.

PROCEDURE:

Customers must identify themselves by the last 4 digits of their SS# before any
information may be given on their account. If they can not give the last 4 digits of
their SS# no information can be given.

¢ Telephone requests from the public for phone or social security numbers are
always declined

o Persons requesting any information of a personal nature must come in person with
picture ID and speak to the Manager/Supervisor.

o Faxed requests for personal information are not acceptable.

e For Realtors or prospective tenants/new homeowners it is acceptable to give
information regarding high and low or average utility bills. It is not acceptable to
disseminate any personal information in the notes, master file, or payment history.

e Requests for billing information from the file should only be given to the spouse,
the significant other, or roommates listed in the master file or notes after they
have provided the correct Social Security as verification.

o Governmental agencies; police or prosecutors requesting information should
properly identify themselves. These calls should be handled by the Manager or
Supervisor or the Collection staff.

¢ Any discussion of the details of customer’s accounts outside of the office is never
acceptable for any reason.

e When there is a confidential flag on an account, follow the instructions on the
notes
Customer information on master file is password protected.

e Customers are not allowed in CSR Area
e Customer payment agreements are kept in the secure area.
e No paper documents may be left on desks
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Janice W. Finley, Business Services Administrator .
City of Columbia, Business License Division

PO Box 6015

Columbia MO 65205

Phone: 573-874-7747

Fax:  573-874-7761

E-Mail: Janice@GoColumbiaMo.com

Appendix A (cont’d)

Finance Department Internal Identity Theft Policy
Business License Division
Effective October 25, 2008

PURPOSE: Establish guidelines consistent with City of Columbia Code-4 of
Ordinances

POLICY: Any person or agency requesting information regarding a business license
customer’s confidential information in their license file must have a
demonstrated right to know and present themselves in person with the
proper identification.

PROCEDURE:

Identification of Red Flags

e Mail sent to the license applicant is repeatedly returned as undeliverable.

e Suspicious immigration papers, criminal background check documents and other
identification documents that appear to be forged/altered or are not consistent
with information provided by the license applicant.

o Receiving information from American DataBank Inc., the company that provides
criminal background check services, concerning the inconsistency of a social

security number and date of birth of a license applicant.

o The license applicant fails to provide the required personal identifying
‘information (incomplete application).

» Receiving verbal or written information concerning an applicant submitting
fraudulent documents.

e Applicant’s driver’s license photo is inconsistent with the person presenting the
documentation.
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e Owner of company listed on license application inconsistent with the Missouri
Secretary of State records.

Detection of Red Flags

¢ Require identifying information from all license applicants.

e Verify the applicant’s identity in person.

¢ Review documentation showing the existence of a business entity.
e Verify the identity of applicants, if they request information.

Preventing and Mitigating Identity Theft

e American Databank, Inc. monitors identifying information for inconsistencies in
social security number, name, date of birth, and relays this information to the
Business License Office.

e The invoices received from American Databank 1nclude only the last four digits
of the applicants’ social security number.

e Applicants’ social security number and business gross receipts information are
always deleted/blacked out on documents requested from a licensee’s file.

e Social security and gross receipts information are never released unless requested
by the applicant in person upon providing identification.

¢ Requests for confidential licensing information from City Police Department
staff, Law Department staff, representatives from governmental agencies, etc., are
required to obtain this information from the Business Services Administrator after
providing identification.

e Inactive business license files are stored in a locked area.
o All Business License staff computers are password protected.

e Computer screens are only visible to the Business License employee when
accessing licensing records.

e File cabinets that contain business license records, as well as hotel/motel and
cigarette tax records, are locked at the end of each business day. The Business
License area is never left unattended during office hours and access to this area is
restricted to Business License staff and management.
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e Always obtain copy of applicant’s driver’s license or other picture ID when
applying for a license or permit.

¢ Check immigration papers to ensure validity.

e [fan applicant fails to provide the requested personal identifying information, the
license or permit application is denied.

e The appearance of altered or forged documents prompts further investigation.

e Double check with Missouri Secretary of State’s Office to confirm members of a
corporation are consistent with those listed on the application.

e Obtain criminal background check from previous state in which the applicant
resided if the applicant has lived in Missouri for less than one year.

o Computer screen darkens or fades out when staff is away from their desks.

e The Business Services Administrator is the only person who can grant access to
the business license system.
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-*-
Ron Barrett, Comptroiler
City of Columbia, Accounting Division

-*-

PO Box 6015

Columbia MO 65205

Phone: 573-874-7371

Fax:  573-874-7686

E-Mail: Ron@GoColumbiaMo.com

Appendix A (cont’d)
Finance Department Internal Identity Theft Policy
Miscellaneous Receivables Accounting Division
Effective October 25, 2008

PURPOSE: Establish guidelines consistent with City of Columbia Code of Ordinances

POLICY:  Any person or agency requesting information regarding a miscellaneous
receivables customer’s confidential information in their miscellaneous
receivables file must have a demonstrated right to know

PROCEDURE:

Identification of Red Flags

e Mail sent to the miscellaneous receivable customer is repeatedly returned as
undeliverable.

e Suspicious immigration papers, criminal background check documents and other
identification documents that appear to be forged/altered or are not consistent
with information provided by the miscellaneous receivable customer.

e Receiving verbal or written information concerning a miscellaneous receivable
customer submitting fraudulent documents.

e Owner of company listed on miscellaneous receivable customer inconsistent with
the MO Secretary of State records.

Detection of Red Flags

e Review documentation showing the existence of a business entity.

e Verify the identity of miscellaneous receivable customer if they request
information.

Preventing and Mitigating Identity Theft
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o Social security numbers are never requested, used, or stored, in the miscellaneous
receivable customer information system

e Requests for confidential miscellaneous receivable customer information files are
provided only to city staff that are working with the miscellaneous receivable
customer information as required for their department

e Customers’ bank account information which is stored in the miscellaneous
receivable system is maintained in a secure manner. This information is not
disclosed to parties outside the miscellaneous receivable system staff.

o Inactive miscellaneous receivable customer files are stored in a locked area.

o All miscellaneous receivable customer system records are password protected.

e The appearance of altered or forged documents prompts further investigation.

e Computer screen darkens or fades out when miscellaneous receivable staff is
away from their desk.

e The Accounting Assistant for miscellaneous receivables is designated as the only
person who can grant access to the miscellaneous receivable system
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APPENDIX B

Parks and Recreation Records Internal Identity Theft Policy

Effective October 20, 2008

PURPOSE: Establish guidelines consistent with the City of Columbia’s Identity Theft
Prevention Program.

POLICY: Any person or agency requesting information regarding customer’s personal
information must have a demonstrated right to know and present themselves in person
with the proper identification.

PROCEDURE:

All credit card and ACH banking information stored in RecTrac database is
encrypted throughout the database and cannot be obtained by any user or staff.
WebTrac (online registration) user name and passwords are set by customer. If
customer forgets this information, they must know their security features they set
up in order to access such information.

E-mail and phone requests requesting customer’s PIN # for online registration
must confirm their mailing address, phone number and security features.

Faxed requests are not acceptable.

Refunds and payments are only allowed by the actual customer. There shall be
no refunds or transfers of programs by individuals outside the customer’s
household.

Governmental agencies; police or prosecutors requesting information must
properly identify themselves. These requests should be handled by the Manager
or Supervisor.

Any discussion of the details of customer’s personal information outside of the
office is never acceptable for any reason.

Scholarship assistance information shall be stored in a lockable file cabinet.
Access to scholarship information shall be limited to those employees requiring
access.

The Department shall maintain an up-to-date list of those employees that are
required to have access to personal records.

Any photocopies made by Manager or Supervisor must have sensitive
information (social security number, driver license number) blacked out.
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APPENDIX C

Information Systems Internal Identity Theft Policy
Effective April 3, 2008

Relevant excerpts from the
City of Columbia Comprehensive Security Policy
(entire policy may be found online at
http://www.columbia.mo.gov/is/documents/security-policies.pdf)

1.3 Identification and Authentication
1.3.1 Passwords

Passwords confirm that a person is who they claim to be. As such, passwords are
extremely important to the security of the City of Columbia Information System. In
general, city password pqlicy encourages a balance between complexity, rotation, and
user needs. Both lenient and strict policies are generally counter productive to security.
This policy instead strives to set standards that, when used together, strike an appropriate
balance.
1.3.1.1 Complexity

Passwords should be greater than 8 characters, mix upper and lower case
characters, and use symbols. Alternatively, passphrases can be used in the absence of
passwords. For example, “AskNotForWhomTheBellTolls” is a very long password and is
therefore more difficult to break. Passwords should not be easily guessed. Phone
numbers, names of friends, relatives, and pets, and other personal information are
generally very easy to guess.
PCIDSS 8.5.10
1.3.1.2 Rotation

Passwords should not resemble previous passwords. For example, “Password12”

should not be used if “Password11” has been used before. Where possible, systems and
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applications should be set to “remember” old passwords and disallow use of passwords
that match or are similar to a previous password. Where possible, systems should Be set
to store the last 10 passwords.

PCIDSS 8.5.12

1.3.1.3 Password Responsibilities of Users

Users are responsible for choosing passwords that are reasonably complex as
defined in 1.3.1.1. Users must be able to use their passwords day to day and are therefore
responsible for choosing passwords that will be meaningful enough for them to
remember. Users are allowed to write down their password if they are unable to
remember it. If a user chooses to write down his/her password, he/she must follow these
rules:

a) Their user id must not accompany the password

b) The written password must be stored in a locked location to which ONLY the

user has access. The written password must never be hidden in an unlocked
location.

c¢) The password should not be disposed of until it is no longer valid. If possible,

the user should shred the password.

Users must recognize the importance of password privacy. Users must never share
their password with anyone. Users must never ask each other for their passwords.
Departments must make sure that business operations are such that users never need to
share credentials. IT Vstaff must never ask users for their passwords and users must
understand that IT staff will never do so.

1.3.1.4 Creating and resetting passwords
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Temporary passwords, whether created due to account creation or password reset,
are subject to section 1.3.1.1. A temporary password created for one user should not be
the same as a temporary password created for another user. Instead, temborary passwords
should be random and unique.

Users should call the Helpdesk to have passwords reset for every system and
application. The Helpdesk should generate a temporary password, set the password to
expired, and give the user the new password. The Helpdesk should encourage the user to
immediately change the password. When passwords are reset the password should never
be available to the user in an electronic form. The Helpdesk shall reset the password then
give the new password to the user over the phone.

When a user requests a password reset, a work order shall be immediately created
before continuing. The technician resetting the passwords shall check the SecTrack
application to ensure the user is allowed to use the system for which he/she is requesting
the password change. If the user is not authorized to use the system for which he/she is
requesting access, the technician shall inform the user that he/she needs access through
the SecTrack system and he/she should speak to his/her supervisor. The success or failure
of the password reset will be documented in the work order. The temporary password
should not be put in the content of the work order.

Users should never be allowed to reset their password without sufficiently
proving that they are who they claim to be. Systems and applications that have “Forgot
Password” links should direct users to the Helpdesk instead of providiﬁg a password reset
method. Helpdesk employees must take responsibility for ensuring that the person

requesting a password change is who they claim to be.
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If the hélpdesk employee cannot verify the user’s identity, the Helpdesk employee
may require the user to provide “cognitive passwords,” or answers to questions that only
the user is likely to know. A list of questions and their corresponding answers will be
maintained by the IT department, and when a user calls with a password reset request,
three questions will be chosen at random. The user must be able to answer the cognitive
password questions before the password is reset.

PCIDSS 8.5.2, PCIDSS 8.5.3 |
1.3.1.5 Password expire

Passwords shall expire every 90 days. Once a password is expired, the user shall
be required to change it. All systems and applications that support password expiration
should enforce this policy.

PCIDSS 8.5.9
1.3.1.6 Password Transmission and Storage

Passwords should be encrypted using hash algorithms whenever stored or
transmitted. The password hash algorithm used should be evaluated in accordance with
the cryptography policy.

PCIDSS 8.4

1.4.3 User privilege audits
Each system and application should have a user privilege audit at least annually.
The audit should consist of two parts:

1)  Department confirmation that the requested access on file in SecTrack

matches the access the department wishes the user to have.
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2)  The access given matches the access requested in SecTrack.
Satisfies NERC CIP-003-1 R5.2
1.4.4 Account audits

Each system and application should have an account audit at least annually. The
audit may be done in concert with the user privilege audit in 1.4.3. The audit should
consist of two parts:

1) Enumeration of all user accounts.

2) Determination that each user account has a valid SecTrack request and

that the user is still employed by the city.

NERC CIP-003-1 R5.2
1.5 Accountability and risk mitigation measures
1.5.1 Accountability

Every system and application has an accountability mechanism that differs in
some way from the mechanisms of other systems and applications. Each system and
.applications should be evaluated and accountability mechanisms should be enabled and
configured according to risk. The following are general guidelines to implementing
accountability across multiple independent systems and applications.
1.5.2 Authentication logging |

Systems and applications should, where possible, create log entries for
authentication attempts, both successful and failed. Log entries should include user
identification, date/time stamp, and the device (machine name and/or IP address) from
which the attempt originated. |

1.5.3 Review of authentication events
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Every system and application should have its logs reviewed regularly for possible
security breaches. The frequency and content of the log audits may be different for each
system and should be risk based.

1.5.4 Last login information

On systems and applications where capability exists, the user should be presented
with details about their last successful login. Details should include time, date, place and
any other pertinent information specific to the system or application.

1.6 Administration
1.6.1 Clipping level

Accounts should not allow an infinite number of “tries” until the correct password
is used. Instead systems and applications should implement a “clipping level” that locks
out accounts once a certain number of failed attempts has occurred for a user id. Systems
and applications that have an enforcement mechanism for this policy shall have this value
set to no more than 6. If possible, the user should not be aware that their account is
disabled, only that their login attempt failed. Systems and applications should lock
accounts for no less than 30 minutes.

PCIDSS 8.5.13, PCIDSS 8.5.14
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APPENDIX D

Columbia Police Department Notification Procedures
Effective October 24, 2008

City of Columbia Employees will routinely be exposed to situations where Identity theft is a
concern. It is imperative that staff follow notification procedures to ensure that the interests of
both the City of Columbia and potential victims are protected.

Employees will consistently be discussing account and customer information over the phone or in
person. It is imperative that the customer identity be established prior to any account services
being provided. Employees, at times, will be given conflicting or false customer information. If
the information can not be clarified or substantiated by staff to a reasonable degree, the customer
will be required to respond in person and show a valid form of photo I.D. Once employees are
reasonably satisfied there are no identity theft concerns, services can be provided.

Employees who continue to suspect the customer of identity theft can request the assistance of the
Columbia Police Department. Employees should obtain a detailed description of the suspect and
be able to provide a short synopsis of the incident. Officers will respond to investigate, determine
if a crime occurred and take appropriate action.

Staff will potentially discover instances of identity theft or will be notified by a customer of the
crime. Employees will assist victims of identity theft with necessary information and also assist
with the investigation. Employees will provide an “Identity Theft Victim Information” sheet to
all potential victims. Any victims who suffer a monetary loss and are seeking potential
reimbursement from the city of Columbia will be required to file a police report and assist with
prosecution. '

Employees will call the Columbia Police Department and an officer will respond to investigate.
Staff should be prepared to provide the officer copies of original documents or any other pertinent
information that can be used for the investigation. If the City of Columbia suffers a loss from the
identity theft incident the officer needs to note this in the police report for potential restitution.

Employees discovering incidents of internal theft should obtain enough information for a

preliminary police report. Staff should be prepared to work with investigators and gather the
following information:
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Case preparation guideline for embezzlement or internal theft cases

Major Crimes Division, Columbia Police Department

No one is more familiar with your bookkeeping methods than you or your accountant. Therefore, it is
important that you convey that information in a manner that is easy to understand and follow. In order to
assist in the investigation and prosecution of your case, it is requested that you provide documentation in
the following format.

Document preparation:

When preparing your documentation, place all of the pertinent information into a three-ringed binder that
is designed to hold your information secure. Original documents should be used when compiling your
initial folder. Once your original binder has been completed, make three copies. Please retain one copy for
your records. The original and two copies should be submitted to the police. Once your case has been
completed, the original documents will be returned to you. Please remember that a neat and
professional product is very important.

Overview sheet:

The overview is a “brief” narrative that provides enough details of the case that the reader can obtain a
clear understanding of the incident. The following information must be included, but is not limited to:

Who discovered the theft and how it was uncovered.

Who the suspect is.

The dates of when the theft started and ended.

The theft amount.

How the theft was performed.

The names of anyone the suspect made statements to about the theft and what was said.

mmoawy

Narrative sheet:

Please provide a “detailed” explanation of the theft. Please include the same information from the
Overview Sheet section, plus an explanation of the supporting evidence, i.e. documents, ledgers, receipts,
etc. Note: This section should read like a novel, covering every aspect of the case from beginning to end.
Your information may be returned for revision, if this section is not thorough. It is vital that you explain all
the supporting documents in this section, so it is clear and easy to understand. All documents must be
numbered. Numbering each document makes it easier for the reader to locate information, when you refer
to specific figures and page numbers. You may also consider using a highlighter to aid in quick location of

figures.

Itemized list

This section is composed of an itemized list of each loss, date of the loss and the supporting document page
number. A total loss dollar amount should be included at the bottom of this list.

Supporting Documents:

Include all documents relating to this case, which were explained in the “Narrative” section. If you
have any questions; do not hesitate to call the detective handling your case. The investigative office
can be reached at (573) 874-7423.
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Finally, employees discovering incidents of computer related crimes (hacking or similar offenses)
or where customer information or employee identity theft is at risk should immediately call the
Columbia Police Department to file a report and initiate an investigation. (Emergency 911; Non-
Emergency 442-6131)

The following Identity Theft Victim Information is what responding police officers provide
Identity Theft Victims:

Identity Theft Victim Information

The City of Columbia requires a Police report and cooperation in the prosecution of the person or
persons responsible before any reimbursement of losses will be discussed/determined.

Place a fraud alert on your credit reports and review your credit reports:

Equifax 1-800-525-6285
P.O. Box 740241
Atlanta, GA 30374-0241

Experian 1-888-EXPERIAN (397-3742)
P.O. Box 9532
Allen, TX 75013

TransUnion 1-800-680-7289
Fraud Victim Assistance Division
P.O.Box 6790
Fullerton, CA 92834-6790

When you report to one of these bureaus, they will report to the other two for you, and send you
free reports. When you receive your reports, review them carefully. If there are any errors,
report that to the credit bureaus by phone and in writing.

Close any accounts that have been tampered with or opened fraudulently, such as credit
cards, bank accounts, phone and cell phone accounts, utility accounts, and internet service
providers. Either use an Identity Theft Affidavit or ask the company to

send you fraud dispute forms if they prefer, if there are fraudulent charges or debits.

The ID Theft Affidavit is to make sure you do not become responsible for debts incurred by the
ID thief, so you must provide proof you did not create the debt. You can use the affidavit where a
NEW account was opened in your name. Use it ASAP. For EXISTING accounts, your credit
company will provide you with their own Dispute forms. The ID Theft Affidavit can be found at
www.consumer.gov/idtheft.

If your ATM card is lost, stolen, or otherwise compromised, cancel it. Get a new card and PIN.

If your checks were stolen or misused, close that account and open a new one. Contact the three
major check verification companies, and ask that retailers who use their databases not accept your
checks. ’

TeleCheck 1-800-710-9898 or 927-0188
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Certegy, Inc.

1-800-437-5120

International Check Services 1-800-631-9656

Call SCAN at 1-800-262-7771 to see if bad checks are being passed in your name.

e File a complaint with the FTC.

FTC

Toll-free 1-877-IDTHEFT (438-4338), www.consumer.gov/idtheft TDD 202-326-2502

Identity Theft Clearinghouse
Federal Trade Commission
600 Pennsylvania Ave., NW
Washington, DC 20580

Document everything: Keep originals of all correspondence and documents; send copies
as necessary

Keep a record of everyone you talk to (names, dates, etc.)

Keep all your files FOREVER! If something happens at a later date, you will be glad you
did

If you believe someone has filed for bankruptcy in your name, write to the U.S. Trustee
in the region where it was filed. A list is available on the UST website at
www.usdoj.gov/ust/

If wrongful criminal violations are attributed to your name, contact that law enforcement
agency

Contact the Department of Motor Vehicles at www.dor.mo.gov/ and ask that your files
be flagged

If theft of mail was involved, contact the U.S. Postal Inspection Service at
www.usps.gov/websites/depart/inspect

If phone fraud was involved, contact the Public Utility Commission. If cell phone or
long distance service was involved, contact the FCC at www.fcc.gov

If your social security number was involved, contact the Social Security Administration
at www.socialsecurity.gov

If tax fraud was involved, contact the IRS at www.treas.gov/irs/ci

You can find much more information about Identity Theft, with more help and
guidance, at the FTC’s website at www.consumer.gov/idtheft

Information provided comes directly from the FTC’s website at www.consumer.gov/idtheft
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II.

1.

Appendix E
Identity Theft Training Program
Effective December 1, 2008

Training Protocol

Introduction

a.

What is Identity Theft?

Red Flag Legislation

a.

b.
c.

The Federal Trade Commission’s Red Flag Rule (Implements Section 114
of the Fair and Accurate Credit Transaction Act of 2003, pursuant to 16
C.F.R.681.2.

Complying with the Red Flag Rule

How flexible is the Red Flag Rule?

The City’s Identity Theft Prevention Program

a.
b.
c.

Departments who must comply
Examples of Red Flags
What is your role and responsibility?

Identity Theft

peow

What is Identity Theft?

How does it happen?

How do you protect yourself from it?
What do you do if you’re a victim?

How to Report

po o

Resources

Your expectations

Notifying Law Enforcement

Your Assistance if investigation involved

What to do if a Law Enforcement response is not necessary
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Appendix F
Needs Assessment
Effective December 1, 2008

Conducting a Needs Assessment

Opening a New Record

Identify the steps in establishing a new record for a customer.

1)

2)

3)

4

S)

6)

7

What identification is required? How do you obtain identifying information and
verify identity?

Do they need to make the application in person or can they send in the information in
an alternate form? Telephone or other?

Does the Department use consumer reports in the application process? How?
Establish deposit? Approve or deny services?

Does the Department have policies and procedures that define red flags for identity
theft and actions for mitigation?

What happens to the hand written notes made by the Department Representative in
the application process?

Is the computer screen visible to others during the application process?

Who has access to data once entered? Does the Department Representative lock
computer when not at desk?
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8) If applicant gives address, bank account, date of birth or social security number
verbally to Department Representative, what precautions are taken from others
hearing?

9) Once personal identification information is entered by Department Representative,
where and how can it later be retrieved?

10) What safeguards are currently built into the application process?

11) What safeguards would you like to implement?

12) Which employees have access to information — is it on a “need to know” basis?

13)Is any customer personal information carried into the field on a laptop?
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Map out the steps that occur when opening a new account. [s customer identification
validated? Is so, how? Trace the flow of secured information.

Customer Initial Contact

Service is established

35




Docusign Envelope ID: 22E5B268-0C7D-84F 1-8146-B50699DAFF8C

Needs Assessment continued

Monitoring an Existing Record

Identify the possible red flags that may exist in the following procedures:

Authenticating transactions for existing customers

Monitoring activity/transaction of customers

Verifying the validity of change of billing address

Does the Department have policies and procedures that define red flags for
identity theft and action for mitigation for existing records?

AN

Does your Department use passwords or some form of security access?

Describe your process for verifying validating the following:

Check by phone

Credit Card Number

Are receipts ever printed? If so, what part of number is exposed?

In what manner have customers attempted to fraudulently represent themselves as
someone else in a transaction in an existing account?

What safeguards are currently built into monitoring existing record(s)?

What safeguards would you like to implement?

Map out the ways customers, 3™ parties and others access existing Records.
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How do you authenticate transactions for existing Records?

Request

Request Fulfilled

After you have mapped out the flow of informatioh, identify possible areas where
the protection of secured information could be improved.
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EXHIBIT “5”

City’s Technical Specifications and iBTR’s Responses
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City of Columbia - RFP

Key* Description

F Fully functional, provided "Commercial Off-The-Shelf (COTS)"

CU | Customization (Change to source code required)

Configuration (Setup required with built-in tools and procedures but no change to source code is

co required.)

TP | Third-Party (Additional software required to provide Requirement.)

R Provided with Reporting Tool

NA | Not Available

The Vendor must complete this checklist by indicating at what level each requirement can be met. Please
respond by entering the appropriate Key code next to each requirement. Vendors should also use the
comments section to further explain how their proposed solution meets the requirement.

Mandatory/
Optional Requirement Key* Comments
Requirement
IA.1 General Application Requirements
The vendor shall adhere to WCAG 2.1 Level CU |PlanSource has implemented portions of WCAG,
IAA compliance for web hosted solutions but currently is not fully compliant.
land/or SaaS offerings that are web based in
accordance with the Americans with
Disabilities Act and its implementing
regulations and guidance.
The City shall be entitled to any and all F
A12 M upgraded versions of the solution covered in
the contract.
The Vendor shall provide free and timely F
upgrades to the software when published.
If applicable, software fixes and F
enhancements for other client
implementations shall be made available to
the City at no charge.
All patches, upgrades and updates shall be NA | As much as possible we keep groups informed
A15 o coordinated with the City to ensure proper of releases and work to consider the impacts.
planning and notifications.

Req.
No.

The solution shall provide well-defined F
change management processes, including
pre-defined all-inclusive migration processes
for software releases, operating system
upgrades, layered software upgrades, and
hardware configuration changes.

Al6 M

The solution shall support Electronic Data F
Interchange (EDI).
The solution shall comply with all current F [PlanSource follows NIST standards for
applicable government standards and web- lencryption standards.
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based transaction encryption standards
identified by the City (i.e. HIPAA, CJIS,
NERC/CIP, PCl, etc)

the next, to minimize re-entry and mistakes.

The solution shall provide customizable user | CO
A19 o '
interfaces.
CO |We have standard turn-around times and are
well known for our quick responses and
The software vendor shall provide client resolutions.
A1.10 M support and maintenance with Service Level . .
IAgreements based on case severities. TyplFaIIy we r.espond the same F:wsmgss day or
within 24 business hours. If an item is urgent we
strive to respond within an hour or less during
business hours.
Req. Mandatory/
No. Optional Requirement Key* Comments
Requirement
IA.1 General Application Requirements (continued)
A112 o IApplication source code shall be placed in NA
escrow.
CU |We do have a non-production environment we
The solution shall provide the ability to use to test configuration changes and updates
A1.13 o maintain and update non-production before making them in production. However,
environment(s). some renewals do not require this since they are
built on separate Plan Years.
The solution shall provide the ability to apply | CU
A113 o software upgrades to non-production
environment(s) before applying to a
production environment.
The solution shall have the capability to CU [The users can be setup initially with the needed
present users with tools which are relevant tools and information. We can hide certain
in the current context, eliminating or disabling features or information when setting up a
A1.14 M irrelevant tools. It should use progressive user. The user has limited ability to control what
disclosure to reveal information as it is they see since it is done up front when the user
needed and give users the option to hide is setup.
information they don't consider useful.
The solution functionality shall provide F  [Employee demographic fields require you to
intelligent support related to drop-down select from a drop-down. Employee search
table entries. For example, it should be features do allow you to type in search criteria
possible to select items in a list by clicking on and will populate a list based on your
A1.15 o the desired choice or typing as much of the search. There are several data elements you can
item description as is needed to uniquely use to search for employees.
identify it (similar to the Microsoft Outlook
address book). It should be possible to type
lan exact value into a table-validated field.
The solution shall ensure key data persists as| F
A.1.16 M the user moves from one window (screen) to

31|Page

Q iBTR

ibtr.com | 877.299.8155 | info@ibtr.com | © 2024 iBTR

Confidential & Proprietary Information - Not for Distribution




Docusign Envelope ID: 22E58268-0C7D-84F1 -8146-B50699DAFF8C

F  [The system has several validations. Employee
data and elections being imported have to
match configured data options or they will
fail. Failure reports are provided upon import of

The solution shall provide means to validate data.
A117 data by checking entered values against a list
o of valid values maintained in tables by City or The system has validation reports that run
service provider personnel. monthly and are reviewed to make sure that
changing data hasn't caused a validation error.
In addition, there are system configuration
reports and validations.
The solution shall allow both interactive and F
A1.18
batch entry of data.
The solution shall accommodate background | F
A1.19 (batch) jobs concurrently without
interrupting normal business operations.
The solution shall validate all transactions CU [All batch processes do provide error reports etc.
A120 for errors and provide immediate user Manual transactions have more leeway on
o feedback, including error messages and certain data elements.
possible corrective actions.

F  [The system has extensive reporting capabilities
including ad hoc reporting with filtering and
download support.

. . . You can copy and paste screen information into
The solution shall provide support for inter- .
o e . word or another program but it may not format
process communication including, but not 1 the best wa
limited to, the following: ! way.
° Attach t t d . .
A1.21 . a({ men ofs aﬁdar Employee history can be downloaded to excel in
object types in an object library . ;
. its entirety to allow for research on who
o Cut and paste capability .
. changed a record/object.
from data fields and screens to other
applications. Attachment of standard object types in an object
library - We would need a use case or
description of this to confirm.

F | PlanSource uses Microsoft 0365 for email which

follows open standards. Regarding SFTP,
. . . PlanS foll NIST standards f
The solution shall be compliant with open enacn o;;c:azdolﬁ; COTSS Zn :: sZu?cre and
A1.22 standards such as but not limited to SMTP, 'yp . P
commercial software for the purposes of SFTP.
SNMP, and SFTP.
PlanSource does not expose SNMP externally
but follows open source standards for v2 and v3
of SNMP.
A123 The solution shall contain an API to assist F  [The system has API capabilities and standard
o with integrations. API's with several vendors.
A124 Software shall run with least possible F | Users can be setup with limited access
o privilege. It should not run as a user that has depending on the need. We will review in the
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access outside of its need. impl. Process to ensure we are giving only the
necessary access.
Re Mandatory/
Noq. Optional Requirement Key* Comments
‘| Requirement
IA.2 General Database and Reporting Requirements
A2 o Solution shall support SQL Server 2017 F PlanSource is a multi-tenant application that
o Standard or above. uses Percona MySQL.
The solution shall allow insertion of data from | CO
a third party tool, i.e. Digital Transformation
A2 o Services (DTS) or SQL Server Integration Services
o (SSIS), for at least basic setup of tables or
synchronization points, i.e. vendor lists, contacts,
etc.
IAdditional ad-hoc reporting capabilities shall be| F  |System has it's own reporting tools. SQL is
A23 o available utilizing Crystal Reports or SSRS (SQL not necessary to pull data.
Server Reporting Services).
A4 M The solution shall use and maintain a primary F
o key across all Databases / Tables.
F PlanSource’s SaaS application relies on the
application middleware for most of the
The solution shall utilize appropriate database procgssmg, sFored procedures are.used
. o sparingly. With regard to referential
A25 M rules and constraints to enforce and maintain A ; . .
. . integrity, PlanSource relies on multiple
referential integrity. ; .
replicas, and multiple backups to ensure no
loss of data occurs (not all key values are
foreign keys).
The solution shall provide for simultaneous F
A26 M
laccess to data by concurrent users.
The solution shall provide standard structured F [internal to PIanSpurce only for a o
AT o Uery language (SQL) capabilities for database fee. However, clients rarely need this since
o queges guag P the reporting tool serves this need with it's
K ) filtering and ad hoc reporting capabilities.
The solution shall provide the ability to lock F [MySQL does have the ability to lock rows at
A28 o column level. Legal holds are performed at
database records at a row and column level. .
the middleware layer.
A29 o The solution shall allow for data replication for | F
o disaster recovery.

33|Page

Q iBTR

ibtr.com | 877.299.8155 | info@ibtr.com | © 2024 iBTR

Confidential & Proprietary Information - Not for Distribution




Docusign Envelope ID: 22E5B268-0C7D-84F1-8146-B50699DAFF8C

City of Columbia - RFP 5

Mandatory/

Optional Requirement Key* Comments
Requirement
lA.3 General Infrastructure Requirements

Req.
No.

The solution shall operate on a platform F
A3.1 M which provides extensibility, redundancy,

scalability, reliability and connectivity.

The solution shall use TCP/IP and F
A32 M subsequent standards as approved by IEEE as

the standard network protocol.

CO [* Highly desired ** The system has SSO
capabilities and can be configured to

The solution shall integrate with the City's connect.
A33 (o] IActive Directory (Federated) Services /
LDAP for Single sign-on. PlanSource does not support direct LDAP

SSO. We do support SAML 2.0 SSO, which
most 0365 and other customers use.
The solution shall provide email integrations F [PlanSource uses Microsoft 0365 for email

A34 0 ia SMTP/S. which follows open standards.
The solution shall support dynamic load F
A35 o balancing and automatic fail-over between
multiple servers.
F | PlanSource relies on multiple replicas, and
A36 M The solution shall maintain data integrity to multiple backups to ensure no loss of data
o mitigate data loss and/or corruption. occurs. This includes replication to an AWS
(us-west — Oregon) MySQL database.
IThe solution shall accommodate unattended | F PlanSource relies on multiple replicas, and
backup of critical system tables, transaction multiple backups to ensure no loss of data
A37 M logs, files, operating system and other occurs. This includes replication to a AWS
information by allowing full, incremental and (us-west — Oregon) MySQL database.
live backups.
The solution shall be able to accommodate F PlanSource has DR/BCP Policy and plan that
A38 M recovery practices (restore from backup) in is tested annually.
the event of a qualifying data event.
Req. Mandatory/
No. Optional Requirement Key* Comments

Requirement
IA.4 General Workstation / Hardware Compatibility Requirements
The solution shall support, at a minimum, 32- | NA [PlanSource is a Saa$S platform and has no

bit IBM-compatible, 16 GB RAM, 250 GB hard hardware requirements of customers. We do
A4 M drive personal computer (desktop or laptop) require a modern browser and internet access.

with Microsoft Windows 10 operating

system.

NA [PlanSource is a Saa$S platform and has no
hardware requirements of customers. We do
require a modern browser and internet access.

The solution shall be compatible with Trend

Ad2 M Micro Apex One 2019 anti-virus software.

A43 M If accessed from a browser, the solution shall F
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be compatible with Chrome, FireFox, or
Microsoft Edge. Vendor must provide list of
compatible versions and any other items
related to browser-based solutions.

The City utilizes Google Workspace Apps and

IAdditional clarification needed on what is

The solution shall provide the capability to

A44 o Gmail. The solution shall be able to interface meant by ‘interface’.
with these technologies.
If scanners are required, the solution shall be [ NA
compatible with TWAIN scanners. The city
A45 (o] currently utilizes the following:
(] Canon DR-2580C, DR-M140
. EPSON DS-510, ES-400
If printing is required, the solution shall be F
compatible with the following printers:
° CANON / Image Runner
C5235
. CANON / iR-ADV C9280-A2
. HP Color LaserJet M750
. HP Color LaserJet MFP 400,
A46 o M476dn, M570DN, M680
. HP LaserJet M630, M652dn
[ HP LaserJet MFP M4345,
M4555, M830z
° Sharp MX-3071, MX-4071,
MX-4072, MX-B476W, MX-M3071,
MX-M3571,
MX-M4071
The software shall run as standard user F
A47 M . - . .
(without administrative privileges)
Req. Mandatory/
No. Optional Requirement Key* Comments
Requirement
IA.5 General Security Requirements
NA| PlanSource as a multi-tenant SaaS application

A5A1 M support public/private key encryption does not support customer keys. We can
pportp P y encryption. support PGP keys for transfer of customer data.
Vendor shall encrypt City data while in storage F [ PlanSource uses an EMC SAN on premise that
A5.2 M (at rest), in transit, on backup media, and encrypts as AES-256. AWS encrypts at AES-
- N ! ' 256. The MySQL database is stored on an
provide decryption means.
encrypted platform.
The solution shall provide an audit trail for F
tracking changes for what was changed, who
made the change, and when the change was
A53 M made.'lncludmg but not limited to the
following:
e Applications
e User Access
e  Database Modifications
A54 M The solution shall disable a user account if a F
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defined number of unsuccessful login
attempts are made within a defined time
period.

The solution shall automatically log users off of| F
the application running on a workstation after
a defined period of inactivity on that
workstation.

The solution shall provide security control, NA [PlanSource Benefits does have role-based
A56 o audit and setup capabilities for the system access so that an auditor can review the online
administrator. portion of the platform

The system administrator shall be able to F
establish new users, remove users, update
A57 M users, lock users and to set security access
rights for users that both restrict and allow
access to solution capabilities.

The solution shall support multi-factor F
authentication.
The solution shall not transmit, display or store| F
User ID's or passwords in clear text.
System account names shall be unique. CO| PlanSource Benefits supports customers
Passwords should meet minimum complexity specifying their own password complexity if
A5.10 M standards as defined by the City. Length: 15; using the native IAM. This includes MFA
Requires 1 lower case, 1 upper case, 1 number options (4 in total).

and 1 special character.
The solution shall never use default user F
AS5.11 M names and passwords, including hard-
coded accounts.

The vendor shall not deploy services to the City| F
AS5.12 M of Columbia where system accounts are shared
with other entities.

A55 M

A58 o

A59 M

Req. Mandatory/
No. Optional Requirement Key* Comments
Requirement
IA.6 Cloud Hosted / SaaS Requirements (complete if applicable)
A6 M The solution high availability standard shall F
- be greater than or equal to 99.99%.
The solution shall include at minimum, a 256- F
Ab.2 M bit encrypted SSL Certificate from a Certificate
Authority (not self-signed).
IAll data must remain in the Continental F
A63 M United States of America, including
replication, backups and off-site storage.
A64 M The solution must be hosted within the F
Continental United States of America.
All City data stored in the cloud is the F
Ab6S5 M property of the City. Data shall remain
accessible, queryable and exportable during
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the duration of the agreement.

Ab.6

Vendor shall work with City to provide all data
in an acceptable format upon termination of
the agreement. Data housed by vendor or its
hosting provider shall be destroyed within 30
days and a certificate of destruction provided
as verification.

There may be additional fees for specific
formatted data. Most clients are able to pull
what they need from the reporting tool.

Ab6.7

\Vendor shall respond to records requests
within the timeframe stated in the agreement.
The vendor shall accept liability if the records
request is not fulfilled in the agreed upon
timeframe.

Self-service reporting available and if needed
we will assist and meet deadlines as agreed
upon.

Ab.8

All cloud deployments that are intended to
perform a service for our customers shall be
deployed using City of Columbia owned
domain names. The vendor shall not expect to
maintain DNS records belonging to the City.

PlanSource provides a fully qualified URL for
you to use. That is all that is required.

Ab6.9

Vendor shall provide the IP addresses used for
City of Columbia domain name service prior to
deployment. The vendor shall not change the
IP addresses used with a frequency of greater
than once per year. The vendor shall notify the
City IT department in writing on official
letterhead 30 days in advance of any IP address
changes.

PlanSource provides a fully qualified URL for
lyou to use. That is all that is required.

A6.10

Vendor shall conform to the City's DKIM and
DMARC requirements for email. SPF record
needs to be limited to certain IP's or be sent
from a como.gov subdomain.

co

Detailed requirements will be reviewed upon
request.

PlanSource can fully integrate with your DKIM
and DMARC requirements.

A6.11

Vendor shall take all reasonable precautions to
ensure that SPAM is not sent using the
CoMo.gov domain or from any IP address
under vendor control that has been associated
with the CoMo.gov domain.

A6.12

\Vendor shall react to email abuse reports in a
timely manner.

A6.13

Vendor shall conduct regular security audits
of their solution. The security audits shall
include internal and external review of solution
security and the security of all code used by
the vendor. The vendor shall react promptly to
mitigate the vulnerabilities identified by
security audits.

PlanSource performs at least annually a SOC 2
type 2 audit report, an HIPAA assessment, and
an 1ISO-27001 certification.

Ab6.14

\Vendor shall apply all system patches within
30 days of release. Critical system patches shall
be applied immediately after testing.

PlanSource has a Patch and Vulnerability
management program that applies patches on a
regular basis based upon severity of the issue.

Req.

Mandatory/

Requirement

Key*

Comments
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No. Optional
Requirement
IA.6 Cloud Hosted / SaaS Requirements (continued)
\Vendor shall have a 24x7x365 method for F
reporting and correcting discovered
vulnerabilities. Vulnerabilities should be
prioritized and corrected based on the risk
A6.15 M . — .
\vulnerability exploitation would pose to its
customers. Vulnerability mitigation efforts
should be tested by the vendor, as appropriate,
prior to their release.
\Vendor shall take responsibility for security F
A6.16 M incident handling if their solution is
compromised.
Vendor shall immediately notify the City of any| F
breaches and will advise what information has
AG17 M been compromised. If this information is later
found to be inaccurate the cloud vendor will
immediately notify the City with the correct
information.
If investigation, containment, and eradication CO [This would need to be reviewed on a case by
AG.18 o efforts by the City incur costs while fault lies case basis. We can discuss during contract
with the vendor, the vendor shall assume the negotiations.
costs.
\Vendor shall provide their incident response F | PlanSource is a multi-tenant Saa$S application.
A6.19 M plans. Response plans will include procedures \We currently do not provide customers with an
A for both security and disaster incident incident response plan, this is covered in our SOC
response. 2 and 1ISO-27001 by the auditors.
eq. Mandatory/
No. Optional Requirement Key* Comments
Requirement
IA.7 On-Premises (Hosted by City) Requirements (complete if applicable)
All data for the solution shall be directly NA
accessible with major industry standard data
AT71 M . .
access tools for use in reporting and
integration with other City systems.
Production and non-production databases NA
AT72 (o] shall remain separate and not reside on the
same database server.
A73 o The solution shall be Open Database NA
o Connectivity (ODBC) compliant.
The solution shall provide documented best NA
A74 (o] practices including but not limited to optimum
database and client maintenance.
AT75S M The solution shall be able to run on a minimum| NA
of VMWare ESXi 7 virtual infrastructure.
A76 M The solution shall be able to run on Windows | NA
Server 2019 Standard or above.
AT77 M The solution shall support, at a minimum, 64- | NA
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bit back-end (server) processing including but
not limited to multiprocessors and multi-
threaded processes.

AT78

The solution shall be compatible with Trend
Micro Apex One 2019 anti-virus software.
Please list exceptions or concerns in
comments.

NA

A7.10

The solution shall permit operating system
patching and updates, and allow for a system
restart when a patch or update requires it.

NA

A7.11

Remote vendor access for support shall be
accomplished through secured methods.

NA

Req.
No.

Mandatory/
Optional
Requirement

Requirement

Key*

Comments

IA.8 Implementation,

Training and Support Requirements

A8.1

M

Vendor shall include in the Implementation
Plan the ways and means of how the

implementation shall be managed, including,
but not limited to schedule, risk, and quality.

A82

Vendor shall include in the Implementation
Plan the descriptions of the vendor roles and
responsibilities during the solution
implementation.

A83

Vendor shall include in the Implementation
Plan the descriptions of the City’s roles and
responsibilities during the solution
implementation.

Typically outlined in the contract as well.

A84

Vendor shall state in the Implementation Plan
assumptions and expectations for both the
vendor and City stakeholders, in order to
reduce any and all ambiguity during the
implementation.

co

We provide this as a standard and are happy
to customize the details for you as needed.

A85

Vendor shall include in the Implementation
Plan the process for loading data into
reference tables, such as users, roles, etc.

Cco

Will discuss to